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®OPMYBAHHSI BE3IIEKOOPIEHTOBAHOI'O PO3BUTKY IMIIOPTHOI
JIAJBHOCTI IT-KOMITAHII

FORMATION OF SECURITY-ORIENTED DEVELOPMENT OF IT COMPANY’S
IMPORT ACTIVITIES

AHoTtanis. BusHaueHO OCHOBHI acneKTH (OpMyBaHHs 0E3M1EKOOPIEHTOBAHOTO PO3BUTKY IMITIOPTHOI AisTBHOCTI
IT-kommanii. Po3po0neHO OCHOBHI pPEKOMEHJIAINT IMOJ0 BJIOCKOHAICHHS OE3MEKOOPIEHTOBAHOTO PO3BUTKY
iMopTHOT nistibHOCTI [ T-KOMITaHI].

Annotation. The main aspects of the formation of the security-oriented development of the import activity of the
IT company have been determined. The main recommendations for improving the security-oriented development
of the import activity of the IT company have been developed.

KirouoBi cjioBa: Oe3leKOOPi€EHTOBAHHA PO3BUTOK, IMIOPTHA MisIbHICTh; BHCOKOTEXHOJIOTIYHA KOMITAHIs;
MIXKHAPOIHHUI O13HEC; PU3HKH; 3aTPO3H.

Keywords: security-oriented development; import activity; high-tech company; international business; risks;
threats

Y cydacHOoMy T17100a1i30BaHOMY CBITI IMIOpTHa [isbHICTH [T-kommaHiit crae pemani
BOXIMBIMIOW I 3a0e3MeyYeHHs] iXHhOIO 3POCTaHHS Ta KOHKYPEHTOCTIPOMOXKHOCTi. OJHAaK,
3pOCTaHHs 0OCSTIB IMIIOPTY MPUHOCUTH HE JIUIIIE HOB1 MOXKJIMBOCTI, a ¥ 3HAYHI PU3UKH, TTOB’s3aHI 3
0e3nmeKor0 JaHuX, KideparakamMu Ta JOTPUMAHHSIM MDKHApOAHUX cTaHAapTiB. DopMmyBaHHS
0E3MeKOOPIEHTOBAHOTO PO3BUTKY B I cdepl € KIOUYOBMM 3aBIaHHAM I 3a0e3MeueHHs
CTaOLIBHOCTI O13HEC-TIPOIIECIB 1 3aXHUCTY iH(OPMAIIITHUX aKTUBIB.

be3nekoopieHTOBaHMI MiAXiA A0 IMIOPTHOI MiSUIBHOCTI mepeadavae iHTErpamiro MPUHITUIIIB
Oe3meKkn Ha BCIX eTamax — BiJl BUOOPY MOCTAa4adbHHUKIB 10 0OpoOKM Ta 30epiranHs manux. Lle
JI03BOJISIE HE JIMIIE 3MEHIIMTH PU3UKH, ajie ¥ MiJBUIIUTH JOBIPY KIIEHTIB 1 MapTHEPIB, a TaAKOX
MOKPAIIUTH IMIJK KOMIIaHi1 Ha M>KHAPOJAHOMY PiBHI.
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VY 11boMy KOHTEKCT] Ba)KJIMBO BpaxyBaTH Cy4acHI BUKIIUKH, 3 SKMMHU CTUKat0Thes [ T-kommaHii,
Takl SK IMBUIAKANA PO3BUTOK TEXHOJOTIM, 3MIHM B 3aKOHOJIABCTBI Ta 3pOCTaloya KOHKYPECHIIiS.
Po3pobka Ta BHpoBajKeHHS €()EKTUBHUX CTpaTerii Oe3leku CTaHe OCHOBOIO IS YCIHILIHOI
IMITOPTHOT JISTBHOCTI, 1110 BiJIMIOBIJIa€ BUMOTaM Yacy Ta 3a0e3neuye cTabuTbHUM PO3BUTOK O13HECY.

Y naHoMmy HOOCHIKEHHI OyJe MpOoaHaTi30BaHO KIIOYOBI aCHEKTH Oe3MeKOOpPI€EHTOBAHOTO
PO3BHUTKY IMIOPTHOI AisutbHOCTI IT-KOMmaHil, a TakoX 3ampONOHOBAHO PEKOMEHAAIl It ix
BITPOBAKCHHS.

Metoro JOCHIUKEHHS € PO3pOOJIEHHS TEOPETUKO-METOAMYHUX OCHOB (HhOpMYyBaHHs
0€3MeK0OPIEHTOBAHOTO PO3BUTKY IMIIOPTHOI AisiIbHOCTI [ T-KoMnaHii.

IT-iamycTpis B YKpaiHi € BIIHOCHO MOJIOAOK Tajy33i0, ajiec BOHA IMIBUIKO Ha0yJsia 3HAYCHHS
st popMyBaHHS IMiJKY Kpainu. B octanHi poku ykpainceki IT-kommanii, 30kpemMa ayTCOPCUHTOBI,
3alHSIM NPOBiAHI NO3MLIT Y YUCICHHUX BIJIMBOBUX MIKHAPOJIHUX PEHTHHIaX.

BbesnekoopieHTOBaHMI PO3BUTOK — M€ MiAXiJ, IO BpaxoBye O€3MeKy Ha BCIX eTamax
IJIaHyBaHHS, peai3allii Ta ynpaBiIiHHS IpoekTamMu 4u Oi3Hec-mporecamu. OCHOBHA MeTa I[bOTO
migxoay — 3abe3neueHHs cTabiIbHOCTI, 3MEHIIICHHS] PU3UKIB Ta 3aXUCTY aKTHUBIB, PECYPCIB 1 JIFO/ICH.

KirodoBi acrniektu 0€3MeKOOpIEHTOBAHOTO PO3BHUTKY: OIIHKA PU3MKIB; 1HTErpaiis Oe3IeKH;
CTaJIMi PO3BUTOK; TEXHOJIOTIYHI PIlIEHHS; IEPEHABYAHHS;, PETYISTOPHI BUMOTH.

CucreMatuyHui aHaii3 MOTEHUIMHUX 3arpo3 1 BpPa3iIMBOCTEH, 110 MOXYTh BIUIMHYTH Ha
opranizanito. BkimroueHHs 6e31eKOBHX aCIEKTIB Y BC1 MPOIECH — BiJl TPOEKTYBAHHS JI0 peaji3allii Ta
MOHITOPHHTY.

[Tinxonm, siki 3a0e3MedyroTh OallaHC MK CKOHOMIYHUMH, COILIAJLHUMHU Ta CKOJIOTIYHUMH
(dakTopamu 0e3 mKOAM I Oe3MeKu. BUKOpUCTAaHHSA Cy4acHMX TEXHOJIOTIM JJIi MOHITOPUHTY,
yIOpaBIiHHSA pU3MKaMU Ta 3a0e3neueHHs Oe3neku AaHux. [ligBuimieHHs piBHS 0013HAHOCTI
CHIBpOOITHUKIB Ta 3alliKaBJICHUX CTOPIH MPO BAXKIMBICTh Oe3neku. JloTpuMaHHs BCIX HEOOXiTHUX
HOPM 1 CTAHZIAPTIB, SIKi CTOCYIOTHCS O€3IEKH.

besnekoopieHTOBaHUN PO3BUTOK € BaXXJIMBUM €JIIEMEHTOM CYYacHOTO YIPABIIHHS, IO
JI0TIoOMarae OpraHizauisM afanTyBaTUCs A0 3MiHIOBAHUX YMOB 1 3HWXKYBAaTH PU3HKH, 3a0€3MeUy0un
TIPH IIbOMY CTaOIIBHICTD 1 JOBIPY CE€pell YCiX yUYaCHHKIB mporiecy [5].

@opMmyBaHHS 0€3MEKOOPIEHTOBAHOIO PO3BUTKY IMHOPTHOI JisuibHOCTI IT-kommanii €
BAKJIMBUM aCIEKTOM, KM J03BOJISIE 3MEHIIUTH PU3MKHU Ta 3a0e3MeuuTH cTabuIbHICTh Oi3Hec-
nporieciB. OCHOBHI aCMEKTH, Ki MOKYTbh OyTH BpaxoBaHi B IpH (POpMyBaHH1 0€3MIEKOOPIEHTOBAHOTO
PO3BHUTKY IMIIOPTHOI AisutbHOCTI IT-KOMMaHii: aHami3 pU3WKIB; OIIHKA 3arpo3; MOJITHKA OE3MeKH;
TEXHOJIOT14HI PIILICHHS; 3aXKUCT JaHUX; BUOip Oi3HEC-apTHEPIB.

Inentudikaiis NOTeHUIHHUX 3arpo3, AKli MOKYTh BUHUKHYTH il 4ac IMIOPTHHUX OMepallii,
TaKuX K Ki0epaTaku, axpaicTBO Ta HECTAOIIbHICTh PUHKY.

BusHaueHHs Bpa3IMBOCTEH BHYTPINIHIX CHUCTEM 1 MPOIIECIB, K1 MOKYTh OyTH €KCIIITyaTOBaH1
3JI0BMUCHUKAaMH MO’K€ aKTUBHO BIUIMBAaTH Ha (opMyBaHHs Oe3NeKoOpieHTOBaHOTO po3BUTKY IT-
KOMIIaH1i. BCTaHOBNIEHHS YITKMX MOMNITUK 1 TPOLEAYp Ul YNPaBIiHHS IMIIOPTOM, BKJIIOYAIOUU
00poOKyY AaHUX, KOHTPOJIb JOCTYITy Ta 1HII acTeKTH Oe3NeKH.

PerynspHi HaB4aHHS 3 O€3MEKHU Ui MPALIBHUKIB € BaXJIMBUM acleKTOM JUIsl TOTO, 1100 BOHU
Oynu 03HaOMIIEH] 3 pU3MKaMHU 1 3HAJH, SK iX yHUKaTH [3].

BukopucTtaHHs cydyacHHUX TEXHOJIOTIH s 3aXucTy i1HGopMalli, Takux sK MmupyBaHHS,
OpaHnMayepu Ta CUCTEMH BHABICHHS BTOPrHEHb. BNpOBaPKEHHS CHUCTEM MOHITOPUHTY IS
BUSIBJICHHSI aHOMAJII 1 MPOBECHHS PETYJISIPHUX ayAUTIB O€3MEeKH CUCTEMHU.

Orminka TMOCTauyadbHUKIB BHKOHYETHCSI HA OCHOBI TMPOBEAEHHS OIIHKK HAAIHHOCTI
MOCTaYaJIbHUKIB 1 MapTHEPIB, 3 IKUMU TUIAHY€ETHCS CIIBIIpAllsl, BKIIIOYAIOYH TXHIO OJIITUKY O€3MEeKH.
KoHTpakTy BaXTMBO BUKOHYBAaTH Ha 0a3i BKIIOYCHHS OC3MEKOBUX YMOB Yy KOHTPAaKTH 3
MOCTa4aJIbHUKAMHU, 110 BU3HAYAIOTh iXHI 3000B’I3aHHSI 100 3aXUCTY AaHUX Ta iH(opmarrii.

BiamoBigHICT 3aKOHAM € BAXKIUBUM acClEKTOM JUis 3a0e3MedeHHs JOTPUMaHHS BCIX
PEryJISTOPHUX BHMOT, IIIO CTOCYIOThCS IMIOPTY Ta Oe3mneku naHux, Briarodatoun GDPR, CCPA Ta
iHTm [4].
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JI0BrocTpoKoBe IIaHyBaHHS BUKOHY€ETHCS Ha 0a31 BU3HAUEHHS CTpaTeriid pO3BUTKY IMIIOPTHOL
TISILHOCTI, SIKI BKJIFOYAKOTh €JIEMEHTH O€3IIeKH Ha BCIiX eTamnax — BiJl HOCTAYaHHs O JOCTaBKH.

®opmyBaHHS 0€3MEKOOPIEHTOBAHOTO TMIAXOAY M0 IMIOpTHOI mismbHOCTI IT-kommanii
JIOTIOMAarae He JIUIIE 3HU3UTH PU3UKH, a i TABUIIUTH JA0BIpY KII€HTIB 1 mapTHEpiB. Lle Moxke cratu
BXXJINBOIO KOHKYPEHTHOIO TIepeBaroro Ha pUHKY.

bpannmayepu — 11e cuctemu 0e3nekH, Kl KOHTPOIIOIOTh BX1IHUMA Ta BUXITHUHN Tpadik Mepexi
Ha OCHOBI BM3HAUYEHUX NpaBuWi Oe3nekd. BoHM ciykaTh 3aXMCTOM KOMIT IOTEPHUX MEpPEX BiJ
HECaHKI1I0HOBAHOT'O JOCTYIIY, aTaK Ta 1HIIMX 3arpo3.

OcHoBHi QyHKLIT OpaHaMayepiB: KOHTPOJIb Tpadiky; GpinbTpalis; 3aXucT BiJ Kibeparak; VPN-
HIIKJIFOYEHHS.

Kontponb Tpadiky BUKOHYETbCS TaKMM UYMHOM, IO OpaHAMayepu NEpeBipsiOTh JAaHi, SKi
MPOXOJATh Yepe3 MEpexky, Ta MNPUKHMAaIOTh PINICHHS PO IXHIO MPOMycKy abo OJOKyBaHHS.
QinpTpaliis NIpOBOJUTHCSA Tak, IO OpaHaMayepu MOXYTb OJIOKyBaTH abo J03BONIATH Tpadik Ha
ocHoBi [P-anpec, mopTiB, MPOTOKOJIIB Ta IHIINUX MapaMETPIB.

3axucT BiJ KibepaTak BUKOHY€ETHCS TAKMM YMHOM, 110 OpaHAMayepH J0IOMAaralTh 3aXUIIaTh
Mepexi BiJl 30BHIIIHIX 3arpo3, Takux sk DDoS-araku Ta 310BMUCHI Tporpamu.

MOHITOPUHT TIPOBOIUTHCS TAaKUM YHHOM, IO BEAYThCS JKypHAJIM aKTUBHOCTI, IO TO3BOJISE
BIJICTEXKYBATH Mi03piii Jii Ta 3a0e3nmeuyBaT ayIuT OC3IeKH.

VPN-migkmrodeHast 30iHCHIOIOTECS TaKUM YHWHOM, IO JACsIKi OpaHIMayepu MiATPUMYIOTh
BipTyanbHi npuBaTHi Mepexi (VPN), mo 3abe3neuye 6e3nedHuil JOCTyN 10 MEPEXi 3 BiIJaIcHUX
TOYOK [7].

bpanngmayepu MoxyTh OyTH amapatHEMH (OKpemi TpHCTpoi) abo MpOrpaMHHMH
(BCTaHOBIIOIOTBCS Ha KOMIT'IoTepax abo cepBepax) 1 € BaXIJIMBHM €JIEMEHTOM B CHCTEMax
KiOepOe3neKy.

GDPR (General Data Protection Regulation) i CCPA (California Consumer Privacy Act) — 1ie
JIBa BOKJIMBUX 3aKOHOJIaBYi aKTH, IO PETYIIOIOThH 3aXUCT JaHUX Ta MPUBATHICTH CIIOKHBAYiB.

GDPR BcraHoBiI0€ cyBOpi MmITpadgu 3a NOpymeHHs: — 10 4% pidHOro II00albHOTO JOXOIY
kommadii. CCPA BBoauTh mTpadu 3a HEAOTPUMAHHS MPABHII, 30KpeMa y pa3i KpagaiKKu JaHUX..

®opmyBaHHs 6€3MEKOOPIEHTOBAHOIO PO3BUTKY IMIIOPTHOI JisiibHOCTI IT-KoMMaHii moTpedye
KOMIUIEKCHOTO MIIX0/1Y, 1110 BKJIIOYAE OI[IHKY PU3HUKIB, pO3pOOKY BiAMOBIIHUX MOJIITUK Ta IPOLEAYD,
a TaKOXX BMIPOBA/DKEHHS CyYaCHUX TEXHOJOTIYHHMX pilieHb. OCHOBHHUMH PEKOMEHAAISIMH 100
BJIOCKOHAJICHHSI 1IbOTO TPOILECY € Taki: OI[IHKAa PU3MKIB Ta aHali3 3arpo3; po3poOKa MOJITUKU
0e3neKy IMIIOPTHOI MisSTIBHOCTI; 3aXHUCT JTaHWUX; MOHITOPHHT O€3MeKH; BIOCKOHAJICHHS MpOIECiB
yopasninHg  IT-kommanieto; 3abe3nedyeHHs iHQOpMaliifHOT MHPO30POCTi;  YAOCKOHAJIECHHS
30BHIITHLOCKOHOMIYHOTO CIIBPOOITHUIITBA. B mMOanbmmxX MOCHIIKEHHSIX OMUIBHO PO3BHBATH
KOXHHI 3 po3p00JIEHUX HANIPSAMIB YI0CKOHAJICHHS.
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