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In the conditions of economic transformation under the influence of the
introduction of digital technologies and global digitalization, the probability of
periodic crisis is constantly increasing.

Therefore, the establishment of an effective system of risk management of
enterprises’ cybersecurity in Ukraine, taking the implementation of digital
technologies, it should take place in the context of national approaches to
guaranteeing national security and be based on best foreign practices.

In the matter of cybersecurity, it can be said that it is the process of applying
security measures to ensure the data availability confidentiality, and integrity.

Cybersecurity — is a new round of information security, which is aimed at the
digital environment [1]. In which we are actually with you, so cybersecurity means
not only the protection of information itself, but also the protection of the entire
system in the information field, in the IT field (the field of computer technology) in
general.

For these reasons, cybersecurity risk management — is the foundation for any
security action, whether implementing systems or tools, or building processes and
implementing rules and policies.

Risk management projects are often underestimated and not decoupled [2].
Whereas precisely competent identification and management of cybersecurity risks
allows you to rationally allocate the budget for cybersecurity and competently
prepare for attacks and threats in advance.

Therefore, prerequisites for formalizing cybersecurity risk management
processes are: digitization (or «digitalization») of modern business [6]. There are
almost no industries left that are not involved in cyberspace, and the size of
enterprises no longer matters; getting the person himself to cover the application of
cybersecurity risks.
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Man, himself is already an information asset that must be protected;
increasing dependence of security areas on each other. For example, physical security
from the Internet of Things; the need of top managers for a simple and clear tool for
security assessment and development.

It is advisable to pay attention to the methods of protection the information
security management system, namely: determine the methodology for assessing
cybersecurity risk management; implement risk processing procedures; create a
report on the assessment of cybersecurity risk management in the information
security system; create statements on the applicability of cybersecurity risk
management; create cybersecurity risk management processing plans.

Then, it is essential: determine the cause of the loss of confidentiality,
integrity and accessibility; identify risk owners; determine the criteria for assessing
the consequences and probabilities; determine how the value of risk will be
calculated; determine the criteria for risk acceptance.

But the methods of protection cybersecurity risk management in enterprises
are: identify the risk of information security; analyze the risk of information security;
visualize (eg. risk map) and / or rank analyzed information security risk is estimated
(or level).

Therefore, the process of managing cybersecurity risks of enterprises includes
the following key issues: 1. Has the company developed a strategy for the
development of information security (cybersecurity)? 2. Were changes made to the
strategy for the development of information security (cybersecurity) during the
reporting period? 3. What structural units of the enterprise are determined to be
responsible for achieving the goals of the information security (cybersecurity)
strategy? 4. Does the company use cloud technologies? 5. Is there a program to raise
awareness / training of employees, which deals with information security
(cybersecurity)? 6. Is there a periodic control over the level of awareness of
employees on information security (cybersecurity)? 7. Has the enterprise developed
an information security policy? 8. Has the company developed a methodology for
assessing and handling information security / cyber risks? 9. Is there an information
security / cyber risk management process in place? 10. Has an information security /
cyber risk assessment of critical business processes been performed? 11. Has the
company developed internal documents (applicability provisions, information
security / cyber risk management plan) for risk management? 12. Has the
management of the enterprise approved a list of measures to reduce the likelihood of
identified risks and / or reduce their impact on the functioning of critical business
processes of the enterprise (name, details of the document)? 13. Has the effectiveness
of the implemented risk mitigation measures been assessed? 14. Does the control
activity carried out by the enterprise within the functioning of the internal control
system cover the issues of control over information security and information
exchange? and many others.

Therefore, summarizing all the above, it is possible for us to draw a
conclusion, that further development of enterprises’ cybersecurity risk management
in Ukraine will reduce the number of errors, violations and abuses and reduce the
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level of financial risks, and will contribute to increasing economic stability,
Improving investment attractiveness and achieving other goals.
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BIIPOBAI)KEHHS 'EOTPA®TYHUX IHOOPMAIIMHUX CUCTEM JJIS
3ABE3IIEYHEHHS E@EKTUBHOI'O AYJIUTY TA MEHE/UKMEHTY
PETTOHAJIbHUX COUIAJTBHO-EKOHOMIYHUX CUCTEM

€nuna TexHiuHa 0a3a, yHiiKoBaHa CTpPyKTypa Ta (GYHKIII TeorpadidyHuX
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