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require not only substantial financial resources but also institutional capacity
to ensure transparent, accountable, and efficient procurement governance.

A unified legal and procedural framework for all reconstruction contracts,
regardless of funding source, is essential to reduce administrative burden,
accelerate tendering, and build public and donor confidence. In this context,
the adaptation of PPDS approaches may serve as a foundation for expenditure
modeling, institutional readiness assessment, and the development of
scientific scenarios for procurement digitalization, tailored to Ukrainian
realities. The implementation of the European umbrella system ERMS in the
form of DREAM encompasses the creation of a unified digital platform for
coordinating, planning, financing, and monitoring reconstruction projects. The
results of this study can be used to improve applied mechanisms for planning
and evaluating the transparency and efficiency of public procurement,
particularly in monitoring Ukraine’s progress in fulfilling its European
integration commitments.

Keywords: public procurement; analytical approaches; financial efficiency;
post-war recovery; digital tools.
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DISINFORMATION INFILTRATION: THE PHENOMENON
OF EMERGENCE AND COUNTERACTION MECHANISMS

Abstract. The article substantiates the emergence of a socio-philosophical
phenomenon, namely the penetration of disinformation, and analyzes the
consequences of its impact on society. Accordingly, the authors developed an
original approach to the definition of the concept of «penetration of
disinformation». They proposed mechanisms to counter the penetration of illegal,
dangerous, harmful, false, misleading, and manipulative content into Ukraine’s
cyberspace. In this regard, the authors highlighted the imperfection of Ukrainian
legislation, which fails to regulate tools for countering disinformation and does not
provide for liability for the dissemination of false information. It is substantiated
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that disinformation generates public distrust of public authorities and democratic
values, posing a grave danger and causing significant damage to society as a
whole. The idea that disinformation infiltration is a cause of the democratic crisis
becomes a hypothesis for further theoretical and methodological research. It is
emphasized that, according to European standards, disinformation is not
considered illegal, and its dissemination is not prohibited by law. Additionally,
producers of fake news are often directly or indirectly protected by the democratic
right to freedom of speech and freedom of expression. Unfortunately, the EU
countries are still fighting not disinformation, but cybercrime and the spread of
illegal content related to extremism, racial hatred, hate speech, violence, gender or
religious intolerance, child pornography, and drug or arms trafficking, that is, not
with the causes, but with its consequences. This highlights the ineffectiveness of
Ukraine’s unauthorized information policy in combating disinformation
disseminators in cyberspace.

Keywords: information policy, information environment, propaganda,
disinformation, disinformation infiltration, strategic = communication,
manipulative content, information wars, cyberspace.

Introduction. In the context of modern geopolitical confrontations, the use of
manipulative technologies as a means of information influence is a way to change the
mass consciousness and social behavior of people. Manipulation of the collective
consciousness (subconscious, unconscious) is a means of purposeful influence on the
psyche of everyone to form the «necessary» public opinion and provoke certain
events in society. The production of European values such as «freedom of speech»
and «guarantee of self-expression» takes place against the backdrop of a total
information glut, particularly fake information, in society and public consciousness in
general, combined with the policy of «post-truthy. It entails not only a hidden but also
a real threat to modern society and the existence of democracy.

Methods. The research employed a combination of general scientific and
specialized methods to ensure a comprehensive analysis of the phenomenon of
disinformation and its impact on democratic institutions. In particular, the analytical
method aims to identify the essence of manipulative technologies and the
mechanisms by which they infiltrate the information space. In contrast, the
comparative method seeks to contrast global and national approaches to countering
disinformation, outlining differences in legal and communicative practices. Using the
structural-functional method, the interaction among actors within the information
environment is examined. The system approach provided a holistic understanding of
disinformation as a multidimensional phenomenon combining technological, socio-
psychological, and political-legal components. The prognostic method was applied to
formulate conclusions and develop practical recommendations for enhancing
mechanisms to counter disinformation infiltration.

Problem statement. In the practices of modern communication, public
communication takes place through the transfer of information that affects the ideas
and psyche of many. In addition, the era of virtual reality unfolds the possibilities of
the human psyche at the subconscious level. At the same time, in the context of
democratic transformations and against the backdrop of the formation of the virtual
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world, public policy emerges as a form of communication aimed at revealing the
hidden interaction between conscious activity and the unconscious of everyone,
many, and all. Public policy is always related to ensuring the needs and interests of
people in the context of exercising power and responsibilities in the activities of state
institutions and civil society. Public communication, grounded in democratic
principles and ideas, is a tool for building and enhancing various social institutions
and shaping a new perspective on democracy in the digital realm.

Firstly, the information determines the further generation of knowledge and
forecasting trends in the development of subject-object and subject-subject
interactions, as well as social relations. In other words, a systematized and logically
substantiated array of information about the needs, interests, feelings, moods,
thoughts, motives, and behavior of people, including each individual and all
individuals, serves as a fine-tuned tool for protecting the achievements of democracy.
Consequently, a set of information about traditions, customs, symbols, and rituals
forms the mentality of a national character and the fundamental values of a culture.

Results.

1. The impact of disinformation on society and democracy

Under this review, information communication unfolds as management and
conscious influence on the part of the mediocracy, which can lead to a
communicative crisis and, as a result, public distrust of existing media. In such
circumstances, each individual and society as a whole are subjects and objects of the
information space. The use of digital means of information exchange (disinformation)
accessible to any person determines their self-identification in cyberspace as a socio-
ecological and socio-media system of human and humane emergence in society,
which in turn determines the universality of the process of mastering new knowledge
through information and the practical self-realization of each and all. Such an order of
things is absolutely possible in a democratic society since every individual has the
right to freedom of thought and freedom of speech.

According to the popularity of user-generated content, the Internet can be divided
into four main segments: «social knowledge», «social commerce», «social media»,
and «social networks». The latter two form social platforms that turn out to be not
only a convenient tool for interpersonal communication, but also an environment for
the penetration of various disinformation, including content of a threatening and
immoral nature.

Therefore, there is a need for a meaningful expression of the concept of
disinformation. First of all, it should be understood that «disinformation» is not only
false information that has been deliberately and purposefully created/transformed/
distorted to ensure coercion/harm/deception/ugliness towards an individual, social
group, organization, or country [16], i.e., everyone-many-all. At the same time, the
impact of disinformation, as a transformed and likely distorted form of
communication, undermines the essence of interpersonal and social communication,
serving as an instrument to erode democratic principles of delayed action. In this
context, information warfare is primarily divided into «soft», which does not «work»
directly with lies, and «hard», which replaces truth with lies with its further
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promotion [10, c. 304]. Modern Ukraine is dealing precisely with the manifestation of
a «brutal» information war in the information space.

Even in recent times, it can be argued that in countries with developed or growing
economies that operate in the digital information space, there can be no total distortion
of information. Given public access to the boundless space of world information, it was
impossible to imagine that a «hard» information war could be likely. The prospect of
forming one’s own view of the state of affairs with the help of world sources of
information is a manifestation of democracy and a manifestation of civilization, as well
as an inseparable right of every person. However, thanks to many years of effort,
mediocracy has led most members of society to form a habit of receiving ready-made
answers, a coherent vision, and prepared thoughts, which have turned out to be the most
convenient tool for influencing the consciousness of everyone. In particular,
disinformation has become a weapon of «hard» information — primarily mental
war, and in a manipulative view, a necessary condition for the appropriate
(unfortunately, distorted) formation of public opinion of different target audiences.

Therefore, it should be emphasized that an anti-constitutional content poses a
particular danger to the state, which should include:

1) direct or indirect encroachment on national interests, territorial integrity, and
democratic principles;

2) deliberate distortion of real socio-political processes and historical facts;

3) substitution of concepts and creation of mythologemes, as well as promotion of
hostile narratives and values (traditions) of countries of external influence;

4) populism and manipulation in the application of political clichés to form a
negative image of political «opinion leaders» and high-ranking officials.

At the same time, along with propaganda of hostility, terrorism, and drugs,
especially dangerous in society is the purposeful dissemination of inappropriate —
misleading, harmful, false, distorted, and manipulative — content directed against the
individual (an element of cyberbullying), segregation of target audiences (taking into
account language, age, religious, gender and social characteristics) and countries as a
whole. After all, such content can provoke not only suicidal moods but also complete
despondency of individuals and destabilization of society, as well as form a false,
crazy idea among the population aimed at justifying murder.

The disinformation deployed in this area proves to be an effective tool for waging
modern warfare, not only in the information space. The initial stage in the
development of disinformation involves distorting content and producing pseudo-
industrialized manipulations in cyber campaigns, which deliberately pollute the
digital ecosystem of the global information space by influencing public opinion. At
the next stage, disinformation unfolds from inciting ethnic hatred, anger, and rage
towards representatives of other nationalities, to producing the idea of total
extermination of some for the benefit of others, by justifying a war of conquest.

2. Disinformation infiltration: causes, mechanisms, and directions of
counteraction

To combat fabricated social identities and the decontextualization of content, it is
necessary to use various (including digital) tools to counteract infiltration, which
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should minimize the pace and volume of disinformation spread in the cyber
environment.

In a broad context, the phenomenon of disinformation infiltration should be
understood not only as the usual penetration (ingress) of improper — hostile, false,
harmful, ugly, misleading, fabricated, manipulative, superfluous — content into the
information environment using digital technologies, but also its impact on the entire
information, media and cyberspace of the country, and most importantly, on the mass
consciousness of its citizens as consumers and users of such an information
environment.

A high level of disinformation infiltration is observed not only during any
manifestation of psychological impact and cyberbullying, including trolling, flaming,
hating, grooming, and mobbing, but also during cybercrimes by phishing, carding,
kidnapping, doxing, and ransomware (crypto extortion). In view of this, in previous
studies [5], we have proposed some technological recommendations for combating
the spread of dangerous content in the country’s cyberspace, namely:

1) installation of blocking filters by Internet service providers without allowing
users to turn them on or off;

2) application of algorithms for monitoring and filtering network traffic by
artificial intelligence to detect or block access to illegal materials and tools for their
distribution;

3) posting on the websites of an exceptional service to notify socially conscious
users of information about the detection of harmful, illegal, and dangerous content;

4) forced blocking of websites that could potentially harm life, honor and dignity,
business reputation, and health of citizens, as well as promote war, national and
religious enmity, change of the constitutional order by violent means, or violation of
the territorial integrity and independence of the country;

5) introduction of registration or activation of mobile SIM cards in the presence of
an identity card (passport, ID card);

6) identification of users’ digital devices (by IP address, MAC address, IMEI
code);

7) control over points of public access to the Internet (Wi-Fi);

8) the obligation of ISPs to store metadata of users’ Internet traffic and IP
addresses (including dynamic IP addresses) provided to their digital devices for a
specified period;

9) imposing obligations on the owners of Internet resources to store comments left
by users (with the establishment of a specific period for storing such comments,
including their storage on servers physically located in the country).

These recommendations have not lost their relevance so far, but at the same time
require some rethinking, since democratic institutions, which guard modern society,
are subject to devastating influence from information and disinformation attacks.

The tools, methods, and means proposed in previous studies [4] should not only be
actualized and elevated to a higher level of information security, but also create an
effective system for countering disinformation infiltration and ensuring the protection
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of the interests of each individual, society, and state in the cyberspace of Ukraine.
The country’s cybersecurity system, as well as the institution for combating
disinformation in the digital space, needs simultaneous and continuous improvement.

This can be achieved through the use of not only technological means but also the
creation of an integrated complex of organizational, legal, socio-economic, and
information-communicative (including ideological, value, and semantic) mechanisms
of preventive, situational, and systemic nature. The main components of such a
complex are:

Institutional and legal mechanisms:

1) normative definition of criteria for ranking and evaluating disinformation
infiltration in the media and social media;

2) establishing requirements and rules for the functioning of mass media and
media platforms in cyberspace (mandatory disclosure of information about their
owners or founders, sources of funding, hosting, etc.);

3) application of strict restrictive measures by the state, represented by law
enforcement agencies, to distributors of fabricated, harmful, dangerous, and
manipulative content (removal and blocking in accordance with current legislation);

4) conducting informational and educational events among different groups of the
population to convey information about the sources and types of disinformation;

5) Initiating the development and implementation of ethical codes in the digital
space for government officials.

6) formation of the institution of responsibility for the dissemination of
misinformation, for failure to fulfill the duties of officials to take measures to combat
the dissemination of distorted information;

7) development and implementation at the international level of an instrument of
interaction between states to prevent the spread of disinformation and bring to justice
persons and states that disseminate false information.

Socio-economic mechanisms:

1) formation of an independent community of fact-checkers from civic activists
and independent journalists to control and verify the accuracy of facts used in texts,
speeches, «postsy, etc.);

2) regulation and control over the distribution of advertising on hinged resources,
in particular ensuring verification of the transparency and veracity of its sponsored
political content (content), as well as limiting the possibility of targeting to minimize
the income of disinformation providers in cyberspace;

3) ensuring appropriate conditions for the population to master digital
competencies, the basics of media literacy, and cyber hygiene, in particular,
encouraging and promoting the introduction of specialized educational media
programs.

Information and communication mechanisms:

1) the use of value-sense means of information defense, in particular, conducting
information and communication campaigns to disseminate positive narratives by
«opinion leadersy;
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2) formation of stable strategic communications of the state in the sphere of
foreign and domestic policy to prevent the emergence of fakes and the distortion of
information about real events in the state;

3) monitoring, moderating, and controlling measures to counteract the infiltration
of fakes into cyberspace, in particular in online media and social media, based on
legality, transparency, integrity, journalistic impartiality, and compliance with
international human rights standards using their protection means;

4) stimulating the voluntary identification of all Internet users by means of
modern digital technologies;

5) ensuring convenient, fast, and reliable access to all official documents, which is
governed by the Council of Europe Convention on Similar Access to Official
Documents.

3. Fighting disinformation: protection or threat to society?

Ukrainian legislation is outdated and lacks mechanisms to counter the spread of
disinformation; its general norms also do not provide for liability for the transmission
of false information. The lack of indicators and criteria for disinformation infiltration
renders the normative definition and regulation of such content impossible, thereby
avoiding responsibility for those who deliberately contribute to the dissemination of
fake content in the media and on social media.

It should also be noted that sanctions mechanisms to counteract disinformation
infiltration do not exist at the level of EU legislative acts. For example, only Lithuania
is the only EU country where it is legally defined that disinformation is «deliberately
publicly disclosed false information» (Zakon Lytovskoy Respublyky, 1996).

Disinformation fosters distrust of the government and democratic values among
the population, posing a serious threat and causing significant harm to society. But in
EU countries, spreading disinformation is not illegal. For example, apart from
Germany, the regulation of social media and media is still not directly related to the
prohibition of the dissemination of disinformation. Producers and disseminators of
fake news are not criminally liable for their activities. Moreover, they are legitimately
protected by the democratic right to freedom of speech and freedom of expression
(freedom of expression). Therefore, in the EU countries, there is a struggle not against
disinformation, but against cybercrime and the spread of illegal content related to
extremism, racial hatred, hate speech, violence, gender or religious intolerance, child
pornography, drug or arms trafficking, etc.

In 2015, to combat external disinformation in the European Union, the East
StratCom (ESCTF) task force was established under the auspices of the European
External Action Service, and on April 27, 2016, Regulation 2016/679 of the European
Parliament and of the Council (General Data Protection Regulation, GDPR) was
adopted; Regulation (EU) 2016/679) on the protection of individuals about the
processing of personal data and the free movement of such data within the European
Union and the European Economic Area [11].

The Council of Europe adopted several documents on combating the spread of
disinformation, namely: Parliamentary Assembly Resolution No. 2217 (2018) «Legal
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challenges related to hybrid war and human rights obligations» [7], No. 2314 (2019)
«Media Education in the new media environment») [8], No 2281 (2019) «Social
networks: social flows or threats to human rights?» (Social media: social threads or
threats to human rights?) [14], No 2255 (2019) «State media in the context of
disinformation and propaganda» [9], No 2326 (2020) «Democracy broken? How to
answer?» (Democracy hacked? It is noted that today states are increasingly dealing
with manifestations of hybrid warfare, which has created a new type of threat,
consisting of a combination of military and non-military methods, in particular, such
as cyberattacks, massive disinformation campaigns, including fake news, distortion of
facts and the use of manipulative technologies to convey lies to every member of
society, primarily through social networks) [1].

The Parliamentary Assembly notes that digitalization, mobility, and online
communication have provided undeniable benefits to the public, which has gained
access to a wide range of information sources, including cultural, historical, political,
economic, and technical content. The open nature of digital platforms contributes to
the deployment of transparent and effective democracy. At the same time, in the
digital age, threats to the realization of fundamental individual rights, democracy, and
the rule of law are on the rise. A significant portion of the public, particularly young
people, relies on social networks as their primary source of information.
Disinformation and propaganda can affect not only elections and referendums, but
also citizens’ daily lives, political preferences, and trust in traditional media. To
address disinformation, governments of Council of Europe member states should
comply with Recommendation CM/Rec(2018)2 on the roles and responsibilities of
internet intermediaries [12] and CM/Rec(2020)1 on the impact of algorithmic systems
on human rights, as well as other relevant recommendation documents [13].

Thus, while the European Commission issues only recommendations on
countering disinformation, and the EU Digital Services Act (DSA) was adopted in
2022, each EU country still independently chooses the specific measures to
implement in practice [15].

In particular, on September 1, 2017, Germany adopted the Law «On Improving
Law Enforcement in Social Networks» (hereinafter — NetzDG), which applies to
Telemedia service providers who operate platforms on the Internet for profit. Such
services are designed to enable users to share any content with other users or make it
public (social networks)" [3].

Thus, social networks and media platforms with more than 40 million members
(Facebook, YouTube, Reddit, Tumblr, and others) are usually subject to the
provisions of this law. As a result, the number of user appeals to the police has
increased significantly after several high-profile cases, when fake news and racist
material spread through the German segment of well-known social networks were
blocked. Social networks that fail to remove «illegal» posts could be fined up to €50
million. According to BBC NEWS, Facebook has hired several hundred new staff
members in Germany to handle complaints about content that violates the NetzDG
law, as well as to monitor and detect violations of content posted by regular users [2].
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According to the NetzDG law, social networks must have an effective and
transparent procedure for dealing with complaints about illegal content, provide users
with a simple, easy-to-use, and permanently accessible procedure for filing
complaints about unlawful content, which should ensure they immediately take note
of complaints and check whether the content reported in the complaint is illegal.
Additionally, it is determined that the content should be removed or blocked from
access within 24 hours, and unlawful content should be removed within seven days of
receiving the complaint. If removed, content is retained as evidence for ten weeks
within the scope of Directive 2000/31/EC of the European Parliament and of the
Council of 8 June 2000 on certain legal aspects of the information society, in
particular, electronic commerce in the internal market (Directive on electronic
commerce, OJ L 178 of 17.7.2000, p. and Directive 2010/13/EC of the European
Parliament and of the Council of 10 March 2010 on the coordination of specific laws,
regulations and administrative provisions of the Member States relating to the
provision of audiovisual media services (Audiovisual Media Services Directive, OJ L
95 of 15.4.2010, p. L 263 of 6.10.2010, p. 15), and which are governed by Directive
(EU) 2018/1808 (OJ L 303, 28.11.2018, para. 69) [3].

In France, since October 15, 2021, under the interministerial body subordinate to
the Prime Minister and the General Secretariat for Defense and National Security
(Secr é tariat g ¢é ¢ ral de la D éfense et de la S € curit é nationale, SGDSN ), Europe’s
first public service for combating manipulation of information in social networks —
the Agency for Vigilance and Protection against External Digital Interference — was
created [6]. The primary tasks of this service are to monitor, detect, and analyze the
dissemination of hostile content by foreign states or non-governmental organizations
through online digital platforms, and to promote or coordinate interagency work and
international activities aimed at protecting France’s fundamental interests against
disinformation that may harm them.

Since November 1, 2022, a new state institution has been operating under the Swedish
government to protect citizens from disinformation — the Psychological Protection
Agency (https://www.mpf.se), which identifies, analyzes, and responds to misleading
information that threatens the country’s national interests. In particular, the said Agency
provides appropriate countermeasures, for example, by developing methods and
technologies to detect and respond to undue information influence. It also directs the
work to coordinate the activities of authorities, the media, and other actors involved in
psychological protection, thereby strengthening the media resilience of Swedish society
and preventing the effects and consequences of disinformation infiltration.

At the same time, the primary tactic for combating the spread of disinformation in
other EU countries is to enhance media literacy, foster critical thinking, raise public
awareness of information attacks, and highlight the harmful impact of these on social
processes. It is believed that the low level of digital competence and media literacy of
Internet users is the reason for the increase in the level of illegal activities of hackers,
cybercriminals, and cyber terrorists. However, civil society was not ready to increase
its influence on the mass consciousness of information tools and digital technologies.
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It also turned out that media literacy does not solve the problem of countering
disinformation. Thus, by creating a danger of «fire in information flows, humanity
did not take care of the institution of new information firefighters of the same level as
the possible danger» [10, c. 3].

In Ukraine, any unauthorized information policy should be considered ineffective.
After all, part of the state’s territory is occupied, and the population is constantly the
target of information attacks in the existing hybrid war. At the same time, the level of
education and media literacy among the Ukrainian population varies, and the state
must respond promptly and rigorously to today’s challenges. It is also necessary to
implement preventive measures to enhance the quality of general education and
utilize specialized tools for media education, as well as the development of a critical
attitude towards information among the population.

Conclusions. Thus, disinformation infiltration is an effective mechanism for
influencing the collective consciousness of citizens immersed in the daily information
and communication environment. The public tends to trust the information published in
modern media. In view of this, the number of fakes and hidden propaganda is rapidly
growing, which hurts the digital ecosystem of the global information space.
Disinformation infiltration poses a global threat to democratic institutions and democracy
itself, potentially becoming a significant factor in the ongoing crisis of democracy.

In our opinion, to improve the protection of democratic institutions not only in
Ukraine but throughout the world, to form an effective system of cybersecurity and
counter disinformation, it is necessary to introduce an integrated complex of socio-
economic, organizational, legal, information, and communication mechanisms, namely:

1) formulate criteria for evaluating disinformation infiltration and dissemination
of advertising on news resources;

2) establish requirements and rules for media activities in cyberspace;

3) determine restrictive measures by the state for disseminators of dangerous and
manipulative content;

4) to provide conditions for the population to master digital competencies, the
basics of media literacy, and cybersecurity;

5) introduce a system of monitoring and control of measures to counteract the
infiltration of fakes into cyberspace in accordance with international standards.

To counter disinformation worldwide, it is necessary to establish an institution
responsible for the dissemination of disinformation and harmful information, define
indicators and criteria for identifying fake information, and provide mechanisms for
regulation, control, and accountability for its dissemination.

The implementation of these criteria will reduce the prevalence of widespread
disinformation and increase the overall level of information security and citizen
education. At the same time, the primary measures for such implementation are not
only ways to ensure the state’s security but also tools for protecting democracy and
democratic principles worldwide.

Producers and disseminators of disinformation on the Internet are virtual traitors to
the state. Therefore, to effectively counteract covert disinformation campaigns against
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the state (the primary goal, goals, objectives, and consequences of which are
unknown), it is necessary first of all to deeply analyze the existing information
environment (field) and possible target audiences for the spread of disinformation, to
develop a strategy and tactics for the implementation of effective counteractions
(counterpropaganda) by the authorities, to identify the perpetrators, resources and
possible risks (threats), and to take into account the results of previous disinformation
interventions against the state.
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AHoTaumia. Y crarTi oOIpyHTOBAaHO BHHHKHEHHS COILLiaAbHO-(PiAOCO(CHKOro
deHomeHy nesindopmariiiHoi iHdiApTpalii Ta IpoaHasizoBaHO HacAigKY ii BIAK-
By Ha CyCHiAbCTBO. HasmaHo aBTOpChKe BHU3HAYEHHS MOHATTH «JAe3iHdopMaliifina
iH(iabTpallis» Ta 3aIlIPOIIOHOBAHO MEXaHI3MM IIPOTHUil NPOHHKHEHHIO HE3aKOH-
HOTO, HeOEe3IIeYHOTro, IIKiAAWBOIO, XHOHOIO, OMAHAHWBOTO Ta MAaHIIyASITHBHOIO
KOHTEHTY B KibeprpocTtip Ykpainu. BugBaeHO HEOCKOHAAICTh YKPaiHCHKOTO 3a-
KOHOZIABCTBA, K€ He perAaMeHTye iHCTPyMeHTH IIpoTuaii mesindopmariii, a Ta-
KOXK He Iepenbadae BiAIIOBITAABLHOCTI 3a MOLIMPEHHS HelIpaBauBoi iH(opMariii.
OOrpyHTOBaHO, IO Ae3iH(opMAallisd ITOPOMKYE CYCIIABHYy HEIOBIpPY [0 OpraHiB
Jep3KaBHOI BAQIU Ta AEMOKPATHYHUX IIHHOCTEH, III0 CTAHOBUTH CEPHO3HY 3arpo-
3y Ta 3aBfla€ 3HAYHOI INIKOAM CYCIIABCTBY. Imes mpo Te, mio mesiHdopwmariitina
iHQIABTpAllisT € OOHIEI0 3 TPUYHH KPHU3H AEMOKpPATil, JiTKO IIOCTA€E AK TimoTe3a
JAST TIONAABIIIMX HAYKOBHUX JMOCAizKeHb. Haroaomnryerbcs, IO BiAIIOBIIHO OO
€BPOIEUCHKUX CTAHOAPTIB Ae3iH(opMallisa He BBAXKAETbCA HE3aKOHHOIO, i ii 1mo-
IIUPEHHS 3aKOHOM He 3a00poHdAeThcsa. Kpim Toro, BUpoOHUKH (hefiKOBUX HOBHUH
IIPSMO YH OIIOCEPEIKOBAHO 3aXHUIIEeHi JeMOKPATHIHHUM IIPaBOM Ha CBOOOIY CAO-
Ba Ta cBoboay BupakeHHs moragaiB. Kpainm €C GoproTbcd He 3 aesiHdopma-
i€ro, a 3 Kibep3AOYHHHICTIO Ta MOIIMPEHHIM HE3aKOHHOI'O KOHTEHTY, II0B’d3a-
HOTO 3 €KCTPEMi3MOM, PaCOBOIO HEHABHCTIO, MOBOIO BOPOZXKHEYi, HACHABCTBOM,
TeHZIEPHOIO0 ab0 PEAIrifiHOI0 HETEPIIUMICTIO, JUTSIYO0I0 IopHOrpadiero, TOpriBaeio
HapKOTHKaMH abo 30poero — ToOTO He 3 IPpUYMHaMH, a 3 HacainkaMmu. lle Bu3Ha-
4ae HeehEeKTHUBHICTh 3aCTOCYBaHHsS B YKpaiHi HeCAaHKIIMHOI aep:kaBHOI (iHGop-
MallifiHoi) OAITHKY IIPOTH IIOIIKNPIOBaYiB Ae3iHdopmaliii B KibeprpocTopi.

KarouoBi caoBa: indopwmailifina mnoaiTuka, iHdopmamiiiHe cepenoBHIIE,
mpomaraHmaa, aesindgopwmailid, aesindgopmailifina iHiAbTpallisg, cTpaTeridHa
KOMYHIKallisg, MaHIIyASTUBHUY KOHTEHT, iH(opMallifii BifiHH, KibeprpocTip.
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