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As it has been shown by us, the theory of complex systems has a 
powerful toolkit of methods and models which give the possibility to 
predict possible crashes on Bitcoin market. 
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INVESTIGATION OF THE PROCESS OF COMBATING BANK 

FRAUD BY THE METHOD OF SYSTEM DYNAMICS 
 
One of the most common threats to the activities of banks, which 

can be internal and external, is banking fraud. Along with such type of 
bank fraud, as transactions with bank cards, hacker attacks on banking 
institutions are gaining in popularity in recent years. In [1] hacker 
attacks were described by modifying the «predator-prey» model.  

Based on these assumptions, the investigation of the process of 
combating fraudulent attacks using methods of system dynamics is 
proposed. The structure of constructed model is presented in Table 1. 

Table 1 

Name of the variable of 
«predator-prey» model 

Element of stock 
and flow diagram Description 

Fraudulent_Attacks Stock Displays the number of fraudulent attacks 
at the time t 

Countermeasures Stock Displays the number of available tools to 
combat fraudulent attacks at the time t 
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Name of the variable of 
«predator-prey» model 

Element of stock 
and flow diagram Description 

Fraudulent_Attacks_Changes Flow Displays a change of number of 
fraudulent attacks at the time t 

Countermeasures_Changes Flow Displays a change of available tools to 
combat fraudulent attacks at the time t 

a Parameter Coefficient of natural quantity increase of 
fraudulent attacks 

b Parameter Сoefficient of performance of one 
tool of combating with 
fraudulent attacks 

c Parameter Coefficient of natural reduction of 
number of tools to combat fraudulent 
attacks per time unit 

k Parameter Coefficient of interspecific competition 
for attackers 

 
On the basis of certain elements, the stock and flow diagram was 

constructed. The flows of this diagram were determined by the 
differential equations of the «predator-prey» model (picture 1). 

 

 
Picture 1 – Stock and flow diagram 
 
The equations, which describe the flows, are given below.  

  



28 

 

 
Picture 2 – Differential equations of the model 
 
In the future, the model can be expanded by the action of other 

internal and external factors that influence the process of combating 
bank fraud. 
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ПРОЯВ ЦИФРОВОЇ ЕКОНОМІКИ В КОНТЕКСТІ 

АЛЬТЕРНАТИВНИХ ФІНАНСІВ 
 
Бурхливий розвиток технологій на перетині глобалізаційних 

процесів актуалізують проблематику нашого дослідження. На 
сьогоднішній день, особливої популярності набуває сектор Р2Р 
(person-to-person), як одна із сфер альтернативних фінансів, яка 
ґрунтується на кредитуванні підприємств при формальній відсу-
тності компаній-посередників. На думку науковців, відповідний 




