VJIK 328.185
Hnylytska L.V.
Doctor of Economics, Professor, Professor of the Department of Accounting
of the State Economic University «Kyiv National Economic University»
named after V. Hetman, Ukraine;
e-mail: larisakneu@ukr.net; ORCID ID: 0000-0003-2113-2064
Ortynska N.V.
Doctor of Juridical Sciences,
Associate Professor at the Department of Administrative and Information Law,
Lviv National University Lviv Polytechnic Ukraine;
e-mail: natalius2008@ukr.net;ORCID ID: 0000-0002-5061-5340
Blikhar M.M.
Doctor of Juridical Sciences,
Associate Professor at the Department of Constitutional and International law,
Lviv National University Lviv Polytechnic, Ukraine;
e-mail: blikharm@ukr.net; ORCID ID: 0000-0003-2974-0419
Andrienko V.M.
Doctor of economics, Associate professor,
professor of the department of public administration,
PJSC "Interregional Academy of Personnel Management", Ukraine
e-mail: vasil@ukr.net ORCID ID: 0000-0001-6639-7977

MANAGEMENT OF CORRUPTION RISKS: LAW PROBLEMS
OF IDENTIFICATION AND LEGAL ASSESSMENT OF PROBABILITY
OF MANIFESTATION

Abstract. The legal problems of identification and evaluations of the probability of
corruption risks manifestation are analyzed in the article. Found, most of anti-corruption measures
of the authorities are formal and amount to the adoption of political documents. The purpose of the
article is the theoretical substantiation of the components of the process of managing corruption
risks and motivating the most appropriate methods of risk assessment. The following is proposed in
the article: the anti-corruption control is understood as a system of checks aimed at identifying
corruption risks and assessing the implementation of anti-corruption measures at the enterprise; the
corruption risk is understood as the probability that an event of a corruption offence or the offence
related to corruption will occur, which will negatively influence the achievement of the enterprise’s
goals and objectives. It is recommended that the reasons for corruption risks are conditions that
encourage (stimulate), cause or allow a person in the course of his or her functional duties, to
commit unlawful acts characterized by deceit, concealment or misuse of trust in order to obtain
money, property or services, as well as to evade the payment of funds for personal gain. The
realization of corruption risk is manifested in various types of corporate fraud, in particular, illegal
appropriation of assets, corruption as a result of conflict of interests, fraud involving the
manipulation of accounting (reporting) data. It is stated that the main criterion that determines the
probability of corruption risk manifestation is the frequency of cases of committing a corruption
offence, taking into account the time limits. In this regard, there are risks with a low, average and
high level of manifestation probability.
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VIIPABJITHHSI KOPYIILIMTHAMM PUUKAMMU:
FOPUJIUYHI ITPOBJIEMU IEHTU®IKAILIIL TA TIPABOBA OIIIHKA
MMOBIPHOCTI IIOSIBA

AnoTtanis. [IpoananizoBaHO €KOHOMIYHI Ta HOPUAWYHI MPoOJIeMHU ieHTHdIKaIlI] Ta OIIHKH
HMOBIpHOCTI TIPOSIBY KOPYIIIIHHUX PH3UKIB. YCTaHOBIIEHO, IO OUTBLIICTD AHTUKOPYIMLIAHUX
3ax0/liB OpraHiB BiIagu Mae (OpMalbHUN XapakTep 1 3BOAMTHCA [0 YXBAJICHHS JOKYMEHTIB
MOJIITHYHOTO XapakTrepy. MeTa cTarTi moisirae B TEOPETHYHOMY OOTPYHTYBaHHI CKJIQJIOBUX
IpoIecy YNPaBIiHHA KOPYNUIHHUMHM pPH3MKAaMM Ta YMOTHBOBYBaHHsS HAHOLIbII JIOLUIBHUX
METOJIMK OI[IHIOBAaHHS PU3MKIB. 3alpONOHOBAHO: i AHTUKOPYMHIIHUM KOHTPOJEM PpO3YMITH
CHCTEMY IIEpEeBIPOK, CHPSIMOBAaHMX Ha 1leHTH(]IKalil0 KOPYNIIHHUX pPU3MKIB Ta OILIHIOBAHHS
BUKOHAHHSl aHTHKOPYMIIMHUX 3aXOJiB Ha MIJNPUEMCTBI; MiJ KOPYNUIHHUM PHU3UKOM PO3YMITH
HMOBIpPHICTb TOT0, 10 BiAOYIETHCS MOAIs KOPYHILIHHOTO MpaBONOPYIIEHHS YU MPaBOMOPYILIECHHS,
MIOB’SI3aHOTO 3 KOPYIIII€I0, sIKa HETATWBHO BIUIMHE HAa JOCSTHEHHS ITIMIPUEMCTBOM BHU3HAYEHUX
e 1 3aBgaHb. PeKOMEHIOBaHO MpPUYMHAMU KOPYNUIMHUX PH3UKIB BBaXAaTW YMOBH, IO
320X04YYIOTh (CTUMYIIOIOTH), BUKJIUKAIOTh a00 JO3BOJISIOTh CKOEHHS 0COOOI0 TTPH BUKOHAHHI HEIO
(GyHKLIOHATBHUX OOOB’SI3KIB HE3aKOHHUX [iH, 110 XapaKTepHU3yIThCs 00MaHOM, MPUXOBYBAHHSAM
a0o0 37OBXKMBAHHSM JIOBIPOIO 3 METOIO OTPUMAHHS T'POUIEH, BIACHOCTI a00 MOCIYT, YXUJISHHS BiJ
CIJIaTH TPOIIOBUX KOMITIB Yy IUIAX OCOOMCTOI HakuBW. Peainizaiis KOPYHLIMHOTO pPU3HKY
MIPOSIBIISIETHCS PI3SHUMHU BUJAMU KOPITOPATHBHOTO MIaXpaiicTBa, 30KpeMa: He3aKOHHE MPUBIIACHEHHS
aKTHUBIB; KOPYIIisS B pe3yJbTaTi KOH(IIKTY IHTEpECiB; MaxpaicTBO, OB’ s3aHe 3 MaHIITYIIOBAHHAM
OOJIKOBUMH (3BITHUMH) JaHUMH. Bka3aHo Ha OCHOBHMII KpuTepii, 110 BH3HA4ae HMOBIPHICTb
NpOSIBY KOPYHIIMHOrO pU3MKY, MiJ SKUM CIJI PO3YMITH 4YacTOTy BHUIMAJKIB BUMHEHHSA
KOPYIIIHHOTO MPaBONOPYUIEHHS 3 ypaXyBaHHSM YacOBUX MeEX. Y 3B’S3Ky 3 UMM JOLLIBHO
BUPI3HATH PU3UKH 3 HU3bKUM PIBHEM IMOBIPHOCTI MPOSIBY, CEPEIHIM 1 BUCOKUM PiBHSAMH.

KuarouoBi cioBa: kopymnuiiiHi pU3UKH, 1JeHTH(IKallisg, MpaBoBa OILIHKA, KOPYMIIHHHMA
PH3UK, KOPYNIIIHUNA KOHTPOJIb, IPABO.
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YIPABJIEHUE KOPPYIIIIMOHHBIMU PUCKAMMU: IOPUJNYECKHUE ITPOBJEMbI
NAEHTUPUKALIUA U TIPABOBASI OLHEHKA
BEPOATHOCTHU BOSHUKHOBEHUA

AnHoTanus. [IpoaHanu3upoBaHbl SKOHOMHYECKME U  IOPUAMYECKHE  MPOOJIEMbI
UICHTU(PHUKAIUN U OLEHKU BEPOSTHOCTU MPOSIBICHUS KOPPYMIUOHHBIX PUCKOB. Y CTAHOBIEHO, YTO
OOJIBIIMHCTBO AHTUKOPPYNIIMOHHBIX MEp OpraHOB BJACTH HOCUT (OPMaJbHBIN XapakTep H
CBOJUTCA K MPHUHATHIO JIOKYMEHTOB IIOJIMTUYECKOrO0 Xapakrepa. lLlembp cTaTbm COCTOUT B
TEOPETUYECKOM OOOCHOBAHMH COCTABJISIOLIUX IMpOIlecca YIPaBIECHUS KOPPYHIIMOHHBIMH PUCKAMH
U BMOTHBHpPOBaHMSA HauOojee IenecooOpa3sHbIX METOJMK OLEHKH pHCKOB. [IpennoxeHo: moa
AHTUKOPPYILMOHHBIM  KOHTPOJEM  IIOHMMaTb CUCTEMY IPOBEPOK  HAIIPaBJICHHBIX  Ha
UJCHTU(PUKAIMIO KOPPYNIMOHHBIX PHUCKOB M OLEHKHM BBIIOJHEHUS aHTHUKOPPYIIIMOHHBIX
MEPONPUATHIA Ha MPEANPUATHH; 110 KOPPYINLIHUOHHBIM PUCKOM IOHMMATh BEPOSITHOCTH TOT'O, YTO
MIPOU30MIET COOBITHE KOPPYHNIMOHHOIO NMPABOHAPYLIEHUS WM MPaBOHAPYIIEHUS, CBA3AHHOIO C
KOppYyNIMENH, KOTOpasi HETaTUBHO MOBJIMSET Ha JTOCTHKEHUE MPEATNPUATUEM OIPEIEICHHBIX LEIeH
u 3a1a4. PekoMeHayeTcss mpUUMHAMHU KOPPYIIMOHHBIX PUCKOB CUMTATh YCJIOBHS, MOOIIPSIOLINE
(cTUMYIMPYIOT), BBI3BIBAIOT WJIM TIO3BOJIIIOT COBEPILEHUS JIMLOM TPU HCIOJHEHUH WM
(YHKIIMOHATBHBIX ~ O0S3aHHOCTEW HE3aKOHHBIX JCHCTBUM, XapaKTepUYIOIIMXCS OOMaHOM,
COKPBITHEM WJIHM 3JI0YHOTPEOJIEHHEM JIOBEpUEM C IENBIO0 MONYyYeHHs JIeHEr, COOCTBEHHOCTH WU
YCIIyT, YKJIOHEHHUS OT YIUIaThl ACHEKHBIX CpPEICTB B IENAX JIMYHOW HaXuBbl. Peanuzanus
KOPPYNIIMOHHOIO PUCKa MPOSIBIAETCA Pa3IMYHBIMU BUAAMH KOPIIOPATHBHOIO MOLIEHHUYECTBA, B
YaCTHOCTH: HE3aKOHHOE NMPHUCBOEHUE aKTHUBOB; KOPPYILHUS B pe3ysbTaTe KOH(IUKTa WUHTEPECOB;
MOIIICHHUYECTBO, CBSI3aHHOE C MAHUITYJUPOBAHUEM YUYETHBIMU (OTYETHBIM) JaHHBIMHU. YKa3aHO Ha
OCHOBHOW KpHUTEpPHUH, ONPEAEISAIOMIMI BEPOATHOCTh IPOSBICHUS KOPPYILMOHHOIO PHCKa, IOJ
KOTOPBIM CJIEAYET MOHUMATh YaCTOTY CIy4aeB COBEPLIECHUS KOPPYILMOHHOIO MTPaBOHAPYILIEHUS C
Y4€TOM BPEMEHHBIX TpaHHIl. B cBS3M ¢ 3TUM 11e1eco000pa3HO BBIAEISATh PUCKU C HU3KUM YPOBHEM
BEPOATHOCTH INPOSIBIIEHUS, CPEJHUM U BBICOKUM YPOBHEM.

KiloueBble cioBa: KOppYNIMOHHBIE PUCKH, WJEHTU(UKALKSA, TpaBoBas OIICHKa,
KOPPYNLIMOHHBIN PUCK, KOPPYILIUOHHBINA KOHTPOJIb, IIPABO.

®opmyn: 0; puc. 1; Tabxn. 1; 6u6s. 10.

Introduction. The problems related to corruption do not disappear from the mass media
during the entire period of the independence of Ukraine, while the negative fact of the active
dissemination of these phenomena and their increased penetration into all spheres of life of the state
and society is constantly stated. To overcome the impact of corruption risks in the sphere of
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business relations of enterprises of Ukraine, the Anti-corruption Act [1] was introduced, aimed at
defining the general principles of preventing corruption and fraud in the activities of legal entities.

However, most of anti-corruption measures of the authorities are formal and amount to the
adoption of political documents. Meanwhile, Ukraine is ranked 6th in the world by the level of
corruption risks (45% of enterprises confirmed corruption), yielding only to such countries as
Russia (71%), South Africa (62%), Kenya (57%), Canada (56%) and Mexico, where 51% of
enterprises recorded corruption [2].

According to survey results, 50% of respondents in the field of financial services, 43% of
respondents in the field of energy and mining and 40% of respondents in the field of
communication, regularly encounter the corruption and fraud cases in their activities. It is clear that
the level of economic crimes at the enterprises of Ukraine could be much lower if every case of
corruption was detected and a fraudster was punished. However, statistics state that 51% of
corporate fraudsters commit more than 20 crimes before being caught, while another third part still
commits over 50 crimes. In most cases, catching a fraudster and proving his guilt can be possible (if
at all possible) in three years, while in 22% of cases it is possible to detect a fraudster in more than
ten years [3, p. 189].

Such disappointing statistics motivate business entities to find effective mechanisms of
managing the corruption risks.

Research analysis and problem definition. Despite the fact that numerous domestic and
foreign developments of scientific and practical nature are devoted to the problems of business risk
management, in which the directions for identifying risks are outlined, the tools for evaluating their
consequences are grounded and the measures for leveling the risk manifestation are defined, their
use in managing the corruption risks is getting complicated by the uncertainty of the theoretical and
methodological apparatus for identifying and evaluating of the latter. The first steps to overcome
this problem were made by the National Agency for the Prevention of Corruption, which in
December 2016 developed and approved the Methodological Recommendations for the Evaluation
of Corruption Risks [4]. However, they are mostly theoretical in nature and concern the activities of
the authorities, and therefore little shed light on the management of corruption risks of business
entities.

Research results. According to the anti-corruption legislation of Ukraine, corruption risk is
understood as the probability that the event of a corruption offence or the offence related to
corruption will occur, which will negatively affect the achievement of the enterprise’s goals and
tasks [1].

In order to distinguish the corruption risks from the risks of business activities, their
classification becomes important. Therefore, there are such types of risks as:

- normative and legal corruption risks related to contradictions or fuzzy regulation in the
legislation of the provisions on the performance by certain officials of their functions and tasks;

- organizational risks connected with the unclear definition of procedures of the
performance by certain officials of their functions and tasks [4].

In their turn, the organizational risks by the function (place) of their emergence are divided
into personnel, financial and economic, administrative or control and oversight.

The process of managing the corruption risks involves their identification, assessment and
substantiation of measures for leveling the risk manifestations. Identification of corruption risks is
understood as determination of the causes of corruption risk in the activities / omissions of
personnel or owners of the enterprise that may contribute to their committing the corruption
offence. The reasons for the corruption risks are conditions that encourage (stimulate), cause or
allow the a person in the course of his or her functional duties to commit unlawful acts
characterized by deceit, concealment or misuse of trust in order to obtain money, property or
services, as well as to evade the payment of money for personal gain.

The emergence of risk-cause is connected with the factors of uncertainty that exist in the
internal and external environment of the enterprise and directly affect the level of corruption. The
realization of corruption risk is manifested by various types of corporate fraud. In particular,
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according to the results of surveys of domestic business entities in 2015, the main consequences of
the corruption risks manifestation are as follows:

- misappropriation of assets (73% of Ukrainian enterprises);

- corruption as a result of interests conflict (60% of respondents);

- fraud involving the manipulation of accounting (reporting) data (30% of respondents).

Therefore, the most common consequence of the corruption risk manifestation is
traditionally the use of property in one’s own interests. Theft, embezzlement, payment for
unworked time, the use of an official car are considered to be almost a norm, and not an exception
to the rules.

Corruption as a result of conflict of interests is caused by a person’s private interest in the
area in which he or she performs his or her official duties, which may affect the objectivity or
impartiality of his or her decisions. This kind of corruption consists in the fact that the manager or
employee of the company conspires with those who are not working for this company. The most
popular and highly unprofitable types of internal corruption include:

- commercial bribery of employees of the enterprise by partners or competitors in order to
accelerate or stimulate the solution to the problem in their favour;

- unauthorized cash rewards;

- intentional understatement of prices for products or overestimation of the purchase price
of material assets by appointment with the counteragent in order to obtain further kickbacks from
them.

According to PricewaterhouseCoopers, 62% of the surveyed managers stated that the
greatest damage was caused by kickbacks received by employees from contractors or suppliers [3,
p. 188]. The kickback allows the supplier to unreasonably overprice or supply poor-quality goods
and services, and provides the purchaser with preferential terms of the deferment of payment, which
in most cases turns into receivables.

The third by scale is the fraud involving the frame-up of primary records. The employees of
the financial department, the accounting department, the sales and purchasing departments, as well
as top management of the enterprise have the greatest opportunities for committing these types of
fraud (77%).

In addition to investigating the causes and consequences, the procedure of identifying the
corruption risks involves their location, that is, the identification of those processes and operations
in the course of which there is the highest probability of committing the corruption offences by
employees and owners in order to obtain personal benefits as well as benefits for the enterprise.

Despite the fact that the list of risk areas for each enterprise will be individual (taking into
account the specifics of its activities), they will be generated within the functional systems provided
in Table 1.

Traditionally, the sources of information for identifying and further assessing the impact of
corruption risks are as follows:

- interviewing (sociological survey), questionnaires (including anonymous) of employees
of the enterprise;

- introduction of a hot line by using the Internet or telephone;

- analytical data concerning the dynamics of changes within the most risky operations;

- the results of inspections conducted by the controlling bodies, as well as internal
inspections and official investigations;

- the legal review of the contractual system and counteragents.

According to the results of world surveys conducted by the Ernst & Young audit company in
2015, the respondents (72%) referred the anti-corruption control to the most effective sources of
identification of corruption risks. By its popularity it has left behind such traditional sources of
information as the availability of a hotline for anonymous reporting of cases of corruption and fraud
(32%) and the legal review of counteragents (10%).
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Structural and consequential relationship between the places of emergence, causes and consequences

of indivlidual corruption risks

v v v v v v
Personnel system Assets management Management system System for dealing with Purchase system Financial and
system buyers and customers economic system
¥ ¥

the lack of requirements for a
clear recruitment procedure

the lack of procedures for
assessing the personnel’s
reliability and loyalty to the
enterprise

the lack of the procedures of

identifying the professional

risk by separate categories of
personnel

the use of powers by the
official in order to influence
the individuals towards whom
he has a hostile attitude;

the use of powers by the
official in order to provide the
individuals with advantages
and privileges

the lack of the procedure of the collective
financial liability for the preservation of
theassets of the enterprise

the abuse of officials in the
use and disposal of material
resources

Figure 1. Structural and consequential relationship between the places of emergence, causes and consequences of individual corruption risks

the abuse of owners and
management of their official
duties at the disposal of
financial and material
resources
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The use of internal control tools in the system of anti-corruption measures provides on
average the identification of 44% of fraud cases and the reduction of financial losses from abuse by
almost 50%. In most cases it refers to sale and purchase operations, tax optimization schemes and
agreements with importers, in which the consequences of fraud are considered not only financially
severe, but also destructive for business [5, p. 51].

The anti-corruption control is understood as a system of checks aimed at identifying
corruption risks and assessing the implementation of anti-corruption measures at the enterprise. The
generalization of ways and methods of anti-corruption control in performing the task related to the
identification of corruption risks in the activities of business entities is given in the table 1.

Table 1

The methods of anti-corruption control used to identify the corruption risks

Types of risk

Methods of anti-corruption control

Risks connected with abuse of
management of their official
duties in commanding finance
and material resources

1) restriction of access to information;

2) unplanned inventory of assets;

3) selective documentary verification of the activities of
individual officials;

4) questionnaire of the enterprise staff in order to identify the
corruption risks;

5) the use of coefficient analysis for assessing the financial
statements adequacy

Risks caused by the conflict of
interests

1) blitz-diagnostics of the financial condition of the enterprises
(suppliers and customers), which have delay in repayment of
receivables, or goods supply;

2) assessment of the state of economic
counteragents lobbied by officials;

3) the questionnaire for the enterprise staff in order to identify
the cases of using by the official of his powers to provide the
individual subordinates with advantages and privileges

reliability of

Personnel  risks  which
related to:

- the lack of procedures for
assessing the staff reliability and
loyalty to the enterprise;

- the use by the official of his
powers to negatively influence
the persons to whom he or she
has a hostile attitude, or provoke

to commit corruption actions

are

1) the participation in personnel rating (verification of loyalty);
2) questioning the witnesses;

3) the search for documentary evidence;

4) carrying out the official investigations concerning the
identification of the facts of violating the labour legislation
regulations;

5) informing the enterprise personnel about the facts of
detecting the corruption schemes and cases of fraud.

Risks caused by the abuse of the
officials related to financial
operations of their powers

1) the use of methods of assessing the adequacy of accounting
information;

2) unplanned inventory of financial assets;

3) a selective documentary check of the activity of individual
officials;

4) financial investigations using the methods of business
intelligent service

The main characteristic that determines the impact of the corruption risk on the financial and

reputational state of the enterprise is its level.

The risk level is an indicator grounding the permissible rates of losses from risky operations
that do not violate the principles of sound economic management of this entity and ensuring its
economic security. It is characterized by the combination of two factors: the probability of risk
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manifestation involving expert assessment, and the strength of losses incurred as a result of the risk
requiring the quantitative assessment.

According to the methodology of the National Agency on Corruption Prevention [4], the
main criterion that determines the probability of corruption risk manifestation is the frequency of
cases of corruption offences taking into account the time limits. In order to establish the frequency
of corruption violations, it is reasonable to use the expert evaluation method, which requires the
creation of a group of experts from specialists of their own enterprise and / or invitees who have the
proper knowledge, intuition and experience in identifying the corruption risks. The quality of the
selection of experts, and hence the accuracy of expert evaluation depend on the availability of
appropriate specialists, as well as the permissible level of expenses for their maintenance.

To substantiate the adequacy of the results of expert assessment the ranking techniques are
used. Thus, the first rank (1 point) is assigned to the risk with a low level of manifestation
probability, which is characterized by a low probability of committing a corruption offence that was
not previously committed at the enterprise (a high level of uniqueness of committing a crime). The
second rank (2 points) is assigned to the risk with an average level of manifestation probability,
which is characterized by isolated facts of corruption offences committed over the past three years,
but it is probable that they will be repeated within the next three years. The third rank (3 points) is
assigned to the risk with a high level of manifestation probability, which is characterized by high
probability of committing a corruption offence within the next few months (up to one year) and the
obligation of its occurrence in future.

Conclusion. The conducted studies provide an opportunity to formulate a number of
principles that determine the current format of the manifestation of corruption risks and reveal the
elements of the mechanism for managing them.

1. The corruption risk is understood as the probability that an event of a corruption offence
or the offence related to corruption will occur, which will negatively influence the achievement of
the enterprise’s goals and objectives.

2. The reasons for corruption risks are conditions that encourage (stimulate), cause or
allow a person in the course of his or her functional duties, to commit unlawful acts characterized
by deceit, concealment or misuse of trust in order to obtain money, property or services, as well as
to evade the payment of funds for personal gain. The realization of corruption risk is manifested in
various types of corporate fraud, in particular, illegal appropriation of assets, corruption as a result
of conflict of interests, fraud involving the manipulation of accounting (reporting) data.

3. The important characteristic that determines the impact of corruption risk on the
financial and reputational state of the enterprise is its level. It is characterized by a combination of
two factors, namely, the probability of risk manifestation which involves the expert assessment and
the strength of losses, incurred as a result of risk manifestation which requires quantitative
assessment.

4. The main criterion that determines the probability of corruption risk manifestation is the
frequency of cases of committing a corruption offence, taking into account the time limits. In this
regard, there are risks with a low, average and high level of manifestation probability.

5. The most problematic aspect of managing the corruption risks is the assessment of the
consequences of risk manifestation. Thus, further research in this field of knowledge should be
aimed at finding the most reasonable methods of assessing the impact of the risks on the financial
and economic results of the enterprise.
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