nepeadadae MOXIIMBICTh MOETAITHOTO BIPOBA/HKEHHS OKpeMHX (PYHKIIOHAIBHUX OJOKIB 0e3 MopymeHHs
3arajibHO{ JIOTiKHA POOOTH.
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SMART ECONOMY AND DIGITAL FOOTPRINTS AS MODERN CHALLENGES TO THE
SHADOW ECONOMY

In the contemporary world, where digital technologies are rapidly reshaping economic processes, a
new paradigm is taking shape — the smart economy. This model is driven by big data analytics, artificial
intelligence, automated algorithms, and interconnected smart devices. The shadow economy remains a
pressing issue in many countries, undermining fair competition, reducing tax revenues, and weakening
institutional trust. Addressing it is essential for ensuring economic transparency and sustainable
development [1].

A defining feature of the smart economy is the generation of digital footprints by nearly every
transaction, action, or even user intent. These footprints — data produced through financial operations,
mobile device usage, online purchases, and social media interactions — significantly enhance the
traceability of financial flows. As a result, opportunities for shadow economic activities are diminishing due
to increased transparency and oversight. In a smart economy, both governmental institutions and businesses
are equipped with advanced tools for monitoring and analysis. Big data enables the detection of irregular
financial behaviors, inconsistencies in supply chains, and discrepancies in tax reporting. Artificial
intelligence can promptly identify suspicious transactions within the financial system. Even minor shadow
operations leave behind digital traces that, over time, can be revealed through comprehensive analysis [2].
Table 1 outlines key forms of shadow economic activity in the digital age, highlighting their characteristics,
associated digital footprints, and typical activity of shadow economy. The table shows that while digital
environments create new vulnerabilities for shadow activity, they also provide valuable data for detecting
and preventing informal economic practices.
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Table 1. Types of digital footprints of the shadow economy, and the directions where they can manifest
themselves in the digital environment

Activity

transactions, and
operations with accounts
linked to offshore zones.

Laundering) log these operations
in databases. Al algorithms can
recognize “typical behavior" for
money laundering.

Ne | Type Description Digital footprint Shadow activity
1 | Suspicious Unusual transfer | Banking monitoring systems | Use of shell individuals
Bank Account | amounts, frequent small | (e.g., AML — Anti-Money | (so-called "money

laundering schemes™)
or one-day companies
to move funds into the
shadow economy.

2 | Selling Goods

Sellers accept payments

Tracking active trading in social

Tax evasion, use of

or Services | "off the books," | media, advertising campaigns, | "grey” imports or
Without Fiscal | especially in  online | posts, comments, but the absence | counterfeit products.
Registration stores, marketplaces, | of official business registration

Instagram/Facebook or tax reporting.

shops, etc.

3 | Unrecorded Goods are transported | Data from logistics companies' | Illegal circulation of
Logistics and | through delivery | mobile apps, GPS tracking, | alcohol, cigarettes,
Goods services or  private | information on frequently sent | electronics, etc.,
Movement carriers without official | parcels by "individuals." without customs

documentation. clearance or
certification.

4 | Anonymous or | Payment for | IP addresses, digital wallets, | Trade in drugs,
Cryptocurrenc | goods/services with | blockchain transaction records | counterfeit documents,
y Payments cryptocurrencies without | (even if anonymous, they are | illegal services.

identity verification, | logged and can be traced under
especially in darknet, | certain conditions).

Telegram bots, gaming

markets.

5 | Undeclared Individuals are paid for | Data from freelance platforms, | Tax evasion, violation
Employment services or employed | chats, emails, payment systems | of labor laws.
(Freelance or | unofficially (e.g., online | (Payoneer, PayPal, Revolut)

Offline Work) | tutors, designers, | about regular payments received.
Copywriters).

Source: author’s own development

However, digitalization also introduces new challenges. The shadow economy is evolving, with the
rise of anonymous cryptocurrencies, new cybercrime schemes, and fraudulent online services. This
underscores the need for the state not only to utilize digital tools but also to respond swiftly, update
legislation, and enhance public digital literacy [3].

Thus, the smart economy is not just about efficiency and convenience; it also entails responsibility,
transparency, and the fight against shadow activities that are becoming increasingly visible in the digital
age. The future of the economy lies in a system where every action leaves a trace, facilitating a fairer
economic environment.
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HAIIPSIMHA TA TIEPCIIEKTUBY BUKOPUCTAHHS TEXHOJIOTTA IITYYHOI'O
IHTEJIEKTY B CTPAXOBOMY BI3HECI

[Hudposizanis cTpaxoBoi rajysi Aeiaini akTUBHIIIE OXOIUIIOE BC1 KIIFOYOBI1 €Tamny ii QyHKI[IOHYBaHHS
— Bl aHJIeppalTUHTY 1O BperyiatoBaHHs 30UTKIB. OJHUM 13 TOJOBHHUX pyHIiiB 1i€i TpaHchopMmalii €
texHoJsorii mry4dHoro iHTenekty (III). 3a manmmu xommawnii Statista, y 2023 porri o6csr rio0anbHUX
IHBECTHUIIIl B IITYYHUH IHTENEKT B IHIYCTpil PiHAHCOBUX MOCIYT, BKIFOUAIOYN CTPaxXyBaHHs, CATHYB 14,6
mipa. goi. CIHIA [1]. 3okpema, Taki kommnanii sik Allianz, AXA, MetLife, Zurich 1 Ping An aktuBHO
IHBECTYIOTh Y CTBOPEHHS IHHOBAIIMHUX MJIATGOPM HAa OCHOBI MAalIMHHOIO HaBYaHHS Ta TIMOMHHHUX
HEWPOHHUX MEPEXK.

3rimno 3 momosimmo McKinsey, edextuBHe BmpoBamkenHs I y cTpaxoBoMy cekTopi MoOXke
30UThIINTH MPUOYTOK KoMmmaHiid Ha 10 20% Ta ckopoTuTH omepariitHi Butpatu Ha 30-40% [2]. Anani3
CTATUCTUYHUX Ta AHATITUYHUX 3BITIB MPOBIIHUX CBITOBUX KOHCAITHHTOBUX KOMIIaHIN JO3BOJISIE BUALTUTH
TaKi OCHOBHI HanpsMu BukopucTanus Texnosorii 11 y crpaxoBomy 6i3ueci [1-4]:

1. InTenexkTyaJbHMii aHAePpPANTHHT
VY cydacHOMY cTpaxyBaHHI aHICPPAUTHHT € HE JIMIIE MPOIIECOM OIIHKH PU3HKIB, @ i OCHOBOIO TIOOY/I0BH
cipaseumBoro tapudy. Texnomorii Il 103BoJIsAI0TH 3M1HCHIOBATH OIIHKY PH3UKIB Y peaJIbHOMY 4Yaci Ha
OCHOB1 KOMIUIEKCHOTO aHalli3y JaHUX: MEIUYHHX, MOBEIIHKOBUX, COLIAIBHHUX, TN€OJIOKAIITHUX TOLIO.
Hanpuknan, komnanis Lemonade [5] BukopucToBYye BiacHy MOJENb aHACPPANTUHTY Ha 0a3i MAlIMHHOTO
HABYaHHS 715 OLIHKU CTPAXOBUX PU3UKIB 32 JITUEH1 XBUIMHH.

2. Ilporuo3yBaHHs 30MTKOBOCTI Ta YNPaBJIiHHS PU3HKAMH
I mo3Bomsie OymyBaTH MPOTHOCTUYHI MOAENI IIOJAO WMOBIPHOCTI HACTaHHS CTPaxOBUX MOMIH. Y
MEJMYHOMY CTpaxyBaHHI 3aCTOCOBYIOTHCS MOJENi OIIHKH PHU3UKY PO3BUTKY XBOpOO Ha OCHOBI
€JIEKTPOHHUX MEAMYHUX 3alKCIB, B aBTOCTPaxXyBaHHI — aHalli3 CTUIIIO BoAIHHA yepe3 loT-npuctpoi.

3. ABTOMaTH30BaHe BPeryJJl0BaHHS CTPAXOBHUX MOJiii
3acrocyBanHsi koM 'totepHoro 30py (Computer Vision) agae 3MOTy aBTOMAaTHYHO OILIHIOBATHU CTYIIHBb
MOIIKO/IKEHHST aBTO, HEPYXOMOCTI abo iHmmx oO'extiB. Hampuknan, xutaiicbka Ping An Insurance
BukopuctoBye cuctemu LI mis 06po6ku nmonan 95% 3asB npo 30uTku B udpoBomy popmati 6e3 yuyacri
nronuHH [6].

4. IHTeeKTyalIbHi KJIIEHTCHKI cepBicH
ChatGPT-noaibHi Mo/esni Ta TOJIOCOBI MOMIYHHUKH 3aCTOCOBYIOTHCS ISl aBTOMATH3aIlii 00CIyroByBaHHS
KJIIEHTIB, FeHepallii BIANOBiAeH Ha 3aNUTH, IHPOPMYBaHHS Mpo NoJjick Toio. AXA 3acTocoBye IM(PPOBOro
noMiyHrka Emma, mo 3a6e3neuye 24/7 miqTpuMKy KOpHCTYBayiB.

5. IlepconaJizanisi cTpaxoBUX NPOAYKTIB
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