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1. Introduction

The concepts of Industry 4.0 and Industry 5.0 reflect the evolution
of approaches to the use of modern information technologies in
production and management. Industry 4.0 refers to the transition to
digital transformation, where automation, the Internet of Things
(1oT), artificial intelligence (Al) and data big data analysis play a key
role in improving efficiency and optimizing production processes. In
contrast to the Industry 4.0 concept, Industry 5.0 is defined by
human-centeredness and emphasizes the importance of cooperation
between humans and machines, where Al and robots complement
human labor.

In applied information systems, these concepts are realized through
the development of intelligent control systems that combine the power
of data analytics, advanced artificial intelligence algorithms, and loT
capabilities to optimize production processes. However, the success of
these concepts depends on the ability of companies to adapt to new
technologies, train staff to use them properly, and ensure effective
cooperation between people and information systems.
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2. Evolution of the industrial revolutions concepts

The history of industrial revolutions has been going on for the past
three centuries, but their intensity has been increasing dramatically over
time and causing fundamental changes in the socio-economic space of
human life [1-3], as shown in Figure 1.
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Figure 1. Evolution of industrial revolutions

Source: compiled by the authors based on [1-3].

Today, the fourth industrial system is dominated by the main
technological achievements of which are additive manufacturing (AM),
artificial intelligence (Al), augmented reality, cyber-physical systems,
blockchain technologies, cybersecurity, smart manufacturing, smart
products, the Internet of Things, cloud services, smart supply chains,
and much more. It should be noted that although Industry 4.0 has
enormous potential for industrial growth, it poses many challenges,
including the potential to negatively affect the sustainability of existing
information systems used in various sectors of the economy; requires
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increased consumption of energy and other resources, which causes
climate problems, leads to deterioration of safety standards, etc. The
interconnection of machines and resources generates a lot of data, and
analyzing this data is one of the new challenges of Industry 4.0,
especially in the field of quality management, where this generated data
can be used in a variety of ways to track the quality of products resulting
from production processes, to optimize the supply chain, etc.

Despite the fact that Industry 4.0 considers sustainable
development as one of the most important factors, African countries
have little chance of benefiting, as it is believed that the Industrial
Revolution 4.0 is unlikely to benefit low- and middle-income
countries [1]. There are some examples of Industry 4.0 being more
energy efficient [6] but some researchers have found that this concept
does not fully meet the goals of sustainable development [7]. But the
main problem of Industry 4.0 is not providing the necessary basis to
achieve the global goals of Europe and the whole world by 2030, as it
creates a technological monopoly in the market and does not consider
the needs of individual industries, countries, people, and for effective
socio-economic development, it is necessary to take into account
future shocks that humanity may face, such as the war in Ukraine, the
war in Israel, the Covid-19 pandemic and others, and to increase the
focus on the real needs of people in the context of following the
principles of sustainable development [7]. Under such conditions,
Industry 5.0 can significantly help overcome the challenges faced by
Industry 4.0.

3. Industry 4.0 concept:
technologies and applied information systems

In this part, we will focus on the concept of Industry 4.0 and its
inherent technological features.

Industry 4.0 is primarily based on data-driven cyber-physical
systems and their use for knowledge integration, so the digitalization of
industries is commonly referred to as Industry 4.0 [8]. Industry 4.0 has
led to the introduction of many new and advanced technologies, which
can be divided into two main classes: basic technologies — technologies
that emerged and are inherent in the fourth industrial revolution, and
applied technologies — technologies that support functional tasks on the
user side (Table 1).

Many different applied information systems have been created and
are currently being actively used on the basis of Industry 4.0
technologies, as shown in Fig. 2-6.
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Table 1

INDUSTRY 4.0 TECHNOLOGIES

Basic technologies

Applied technologies

1. Internet of Things (loT). loT is the
interconnection of computing capabilities and
network communication with sensors and objects.
It uses various communication models, such as
device-to-device and device-to-gateway. The
maximum potential of 10T can only be utilized if
security and privacy issues are addressed [9].

2. Artificial intelligence (Al). Al is the use of
computers to simulate intelligent behavior with
minimal need for human intervention. It is also
often defined as a scientific technique for
creating intelligent machines that can make
decisions without human intervention [10].

1. Smart manufacturing. The
continuous  development  of
computers and information
processing technologies has led

to the introduction of smart
manufacturing. Automated
systems provide information

support for material processing.
Smart manufacturing promotes
the integration of production
systems with communication
technologies,  sensors  and
modeling [15].

3. Computer Aided Design (CAD). CAD is a
technology used to digitally design and
manufacture the final product. CAD software is
used to create the geometry of an object or
product. Parts manufactured using CAD can be
produced using subtractive or additive
manufacturing [11].

4. Additive manufacturing (AM). The need for
mass customization of products in Industry 4.0 has
led to the introduction of additive manufacturing.
AB can produce more complex products with
advanced features. It can also help in the
production of product prototypes [12].

5. Augmented Reality. It is a technology that
focuses on enhancing the real-world experience
of using a display by making the display
environment more interactive and reality-based.
It also focuses on improving sound quality and
helps to combine virtual and real objects [3].

2.Smart products. A smart
product can be defined as a
tangible service or software
created and capable of self-
organize into different intelligent
environments throughout its life
cycle. This is achieved by
improving  the interaction
between the product and the user
and between products through
contextual  awareness,  self-
description, proactivity, artificial
intelligence-based planning, and
machine learning concepts [16].

6. Cloud services are a new technology that can
eliminate the need for industry to maintain
computer hardware. Thanks to virtualization
and time-sharing between resources, clouds
meet the needs of a large number of users with
diverse needs using a single set of physical
resources. Thus, clouds have the potential to
provide their owners with economies of scale
and become an alternative to in-house clusters
and parallel production environments for both
industry and academia [13].

3.Smart supply chain. The
overall  efficiency of an
organization can be improved by
better supply chain management.
Integrating 10T with the supply
chain can help significantly as it
allows for real-time tracking of the
supply chain. Location tracking
can be greatly improved by
integrating the supply chain with
the Internet of Things, known as
the smart supply chain [17].
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The end of the table 1

Basic technologies

Applied technologies

7. Cyber-physical systems (CPS) are a new
generation of systems integrated with
computational and physical capabilities that can
interact with humans in various new ways.
Thanks to computing capabilities, the ability to
interact with the physical world extends the
capabilities of the physical world through the
use of computing and communication.
Communication and control are crucial for
future technological progress [14].

8. Global positioning systems (GPS). They
help GPS receivers to make accurate location
calculations and display them. For this purpose,
satellites are used to transmit signals [5]. This
has significantly improved the ability to

determine time and perform complex
calculations related to navigation.
9. Nanotechnology. The  control  over

individual atoms or molecules involved in the
formation of a macroscale object has improved
significantly thanks to nanotechnology, often
known as molecular nanotechnology [6]. They
have helped improve medical equipment, such
as drug delivery systems. They have also helped
improve shelf life as well as manufacturing
processes.

4.Smart  buildings.  This
technology uses a variety of
sensors, communication devices,
and other smart devices to
automate and control various
aspects of the building’s interior
environment to improve
comfort, safety, energy efficiency,
and convenience for people,
allowing them to manage
various aspects of their home or
building from anywhere using
modern technology [18].

10. Sensors and accelerators. These are
devices capable of responding to external
stimuli in the form of light, sound, heat,
magnetism, and many others and, in turn,
producing a response [12]. Sensors perceive
physical gestures from the environment and
convert them into electrical signals. In contrast,
accelerators receive electrical signals and
facilitate the transformation of this signal into a
specific physical gesture.

5. Smart work. Smart work is
the flexibility of the work
environment and adaptation to
various changes that may occur
in the work environment.
Flexibility of work is the central
point of smart work [19].

Compiled by the authors based on [3, 5, 6, 9-19].
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Figure 2. Applied information systems related
to smart manufacturing technology

Source: systematized and compiled by the authors based on [20, 21].
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Figure 3. Applied information systems related to smart product technology

Source: systematized and compiled by the authors based on [22-24].
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Figure 4. Applied information systems related
to smart supply chain technology

Source: systematized and compiled by the authors based on [25-26].
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to smart building technology

Source: systematized and compiled by the authors based on [17, 27].
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Figure 6. Applied information systems related
to smart work technology

Source: systematized and compiled by the authors based on [28].

Along with its high potential for development and positive impact
on the organization of global socio-economic processes, Industry 4.0
faces serious challenges, including the problem of technical integration,
data and information security, human resources, supply chain
management, and threats to product safety and quality (Fig. 7).
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Challenges of
Industry 4.0

Figure 7. Challenges of Industry 4.0

Source: developed by the authors

Thus, one of the important challenges faced by Industry 4.0 is the
technical integration. The use of technologies that do not have a
potential to cope with digitalization can lead to the manufacturing of
low-quality products. Moreover, the introduction of new IT solutions
requires additional costs. In addition, standard protocols need to be
developed to ensure efficient communication between machines [29].

Data and information security is another major challenge that
organizations are facing. IoT can make industries vulnerable to industrial
espionage and unauthorized access [29]. In 2016, about 75 % of
companies involved in the oil, gas, and energy sectors faced at least one
cyberattack, and the continuous monitoring of patients in the healthcare
sector also increases the risk of data breaches [30]. The cargo
transportation and storage sector also faces threats to data privacy.
As shown by B.C. Ervural, B. Ervural (2018), data privacy is one of
the most important issues in the freight transportation industry
[31]. Consequently, it can be argued that Internet-connected systems,
especially loT-based systems, are more susceptible to cyberattacks [31].

Another challenge faced by Industry 4.0 is the problem of human
resources. Employees need to be properly trained to work in rapidly
changing environment [29]. It requires good management practices for
workers to have the appropriate competencies and professional skills to
cope with smart manufacturing. Effective policies can enhance
dynamic capabilities, leading to more innovation [32].
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Industry 4.0 has also led to specific challenges in supply chains.
Supply chains are becoming increasingly digitalized and automated.
The accuracy of market forecasting has increased significantly as well
as the ability to track products [33]. This has led to shorter planning
cycles. However, the results of the study by A.l. Aljumah, H. Shahroor,
M.T. Nuseir and G. A. El Refae (2022) show that managing data
privacy and integration remains the biggest challenge in supply chain
management [26].

The increasing complexity of systems and the use of new
technologies sometimes demand on using more capacity and poses a
threat to product safety and quality, which is another challenge faced
by organizations [29].

4. Transition from Industry 4.0 to Industry 5.0

The recent changes known as the fifth industrial revolution are
intended to address the existing challenges and problems posed by the
Industry 4.0 concept and improve its useful technologies and
approaches. Some Industry 4.0 technologies remain unchanged, some
are being improved, and fundamentally new ones, known as Industry
5.0 technologies, are emerging (Fig. 8).

Thus, the Industry 4.0 supply chain considers strategies as disruptive
technologies and various implications for supply chain efficiency and
is generally technology-oriented while the Industry 5.0 supply chain
considers the balance between people and technology. The Industry 4.0
supply chain is based on mass customization and improvement of the
supply chain efficiency through greater transparency, flexibility,
reduced waste, and responsiveness. Industry 5.0 aims to maintain these
benefits while adding more value through hyper-customization. The
supply chain in Industry 4.0 mostly uses the Internet of Things,
artificial intelligence, and blockchain technologies while Industry 5.0
uses these technologies with more advanced technological capabilities,
especially in the field of Al and the use of cobots [1]. Industry 5.0 also
focuses on sustainability in supply chain management [34].

0T in Industry 4.0 has caused many problems, such as data piracy,
hacking, and information leakage. These problems are conceptually
solved in Industry 5.0. For example, blockchain technologies are used
for the decentralized industrial Internet of Things (1loT), which
integrates data from various resources and services used in smart
manufacturing. These individual resources are then used to support the
targeted value chain. Thus, it helps to somewhat reduce the intensity of
problems associated with network failures and error resolution. Proper

140



use of blockchain in smart contracts can help eliminate the need for
third-party registrations or documentation [35]. Smart contracts
implemented with blockchain technology can increase the autonomy of
Industry 5.0 systems and make them more resilient, as these contracts
can reduce dependence on third parties and the requirement for
different documentation. Resilient manufacturing strategies can help
improve data security, as 10T contains a lot of critical and sensitive
data that needs to be protected [36].

Technologies of Industry
4.0 that were improved
in Industry 5.0

Technologies
Industry 4.0.

Technologies of Industry

10T, Al, CAD, AV,
augmented reality,
cloud services, KFS,
GPS, nanotechnology,
sensors and
accelerators

5.0

Figure 8. Transition from Industry 4.0 to Industry 5.0 technologies

Source: generalized and compiled by the authors based on [33-38].

One of the important challenges of Industry 4.0 is also the issue of
technical integration, as technologies will have to cope with the
increasing level of digitalization. Nevertheless, Industry 5.0 is human-
centered and combines human creativity with machine precision to
improve productivity and efficiency. It can also help improve product
quality by using robots to perform repetitive tasks [37].
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An equally significant challenge of the fourth industrial revolution
is the issue of human resources. Industry 4.0 has led to the automation
of existing production technologies. Thus, employees need to be trained
accordingly. At the same time, Industry 5.0 focuses on human-
centeredness and is based on proper communication between humans
and robots to achieve the best results in accordance with the given tasks.
In this way, they help to increase employee productivity. In addition,
workers can be involved in higher value-added tasks without having to
perform monotonous work or be involved in dangerous jobs. However,
preventive maintenance is a necessary to protect these machines from
potential malfunctions [38].

5. Development of Society 5.0

The development of industry and technology driven by the fourth
and fifth industrial revolutions is actively influencing the social aspects
of human development, which are centered on the concept of
Society 5.0.

Society 5.0 is a concept that describes the future stage of
development of society that actively uses technology to ensure
sustainable development and solve social problems; it is aimed at
balanced development of people and technology, creation of a
favorable environment for living and working, and improvement of the
quality of life. The main principles of the Society 5.0 concept are shown
in Fig. 9.

Along with the positive changes that the concept of Society 5.0
brings to our lives, there are also challenges that we must properly
address, including the following:

— ethical issues, as the development of new technologies such as
artificial intelligence, genetic editing, and automation, raises complex
ethical questions for society about their use [39];

— inequality due to the uneven distribution of benefits from
technological development, which is extremely important to eliminate
in order not to deepen the level of inequality in society;

— data privacy and security issues due to the emergence of new
threats with the growing level of digitalization, which requires the
development and application of effective protection methods;

— environmental challenges caused by the destruction of natural
resources and environmental pollution to achieve the goals of
technological development [40];

— inaccessibility of digital technologies for less affluent and remote
groups of people.
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Figure 9. Basic principles of the Society 5.0 concept

Source: compiled by the authors based on [39, 40].

6. Industry 5.0 concept:
advanced information technologies and systems

Industry 5.0 is an attempt to revive the presence of human labor in
factories, where humans and machines will work together to increase
process efficiency by fully utilizing human intelligence and creativity
through their integration with modern intelligent systems [40]. One of
the main goals of Industry 5.0 is waste management through recycling.
Industry 5.0 includes the interoperability of networked sensor data, an
improved version of Industry 4.0 with new additional features. Some of
these are intelligent additive manufacturing (AM), predictive
maintenance, hyper-customization in industry, cyber-physical
cognitive systems, and the introduction of collaborative robots [41]. Let
us consider these technologies in more detail.

Smart additive manufacturing (AM). Thanks to the potential of
artificial intelligence, its use has spread to additive manufacturing. The
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implementation of AM is a complex process that includes design,
parameter selection, planning and control. Information and
communication technologies have greatly contributed to the
development of additive manufacturing. As noted by Y. Wang,
P. Zheng, T. Peng, H. Yang, J. Zou (2020), smart AM can be considered
at three levels: market, system, and technological [42].

At the market level, AM can be combined with cloud technologies,
and several companies have started selling 3D printing services online.
Customers can access resources using Al technologies directly via the
Internet. However, this requires the customer to have enough
knowledge to make the right decisions and, accordingly, print the right
parts needed [43].

At the system level, cyber-physical systems (CPSs) are presented,
which have enormous potential. CPSs have been developed for various
3D printers. Data can be processed and optimized in real time to
improve the printing process. 3D printers can use previous data to
adjust to the task and automatically generate different solutions [44].

At the technological level, the key parameters are the development
of information and communication technologies, including cloud
computing, 5G, the Internet of Things, and edge computing, which
facilitate the collection of large amounts of data and its processing.
Humans cannot process such a huge amount of data, so it is necessary
to study and research learning agents. These self-learning agents
include data collection and efficient computing [42].

Predictable maintenance. Maintenance accounts for 15 to 60 % of the
costs associated with operating a production facility [45]. Data collected
from various sensors can be used to predict the life of an asset. Predictive
maintenance can create a schedule of actions according to the performance
of the equipment. Thus, it can help reduce maintenance costs and improve
productivity and quality [36]. Industry 5.0 also takes into account human
factors. People demand that decisions made in the framework of predictive
maintenance are based on forecasting. Predictive maintenance focuses on
operational decision-making and should also focus on implementation
issues through the Work System model. Predictive maintenance has five
stages: signal processing, diagnostics, prognosis, maintenance, decision-
making, and actions [38].

Collaborative robots, or cobots, can work with humans and help
perform repetitive or dangerous work while humans can do more
creative and challenging work. Instead of replacing humans, cobots
take over monotonous tasks and help manufacturers increase
production. In this way, cobots help to increase productivity and worker
safety. In 2014, out of 422,000 robots installed in industry, about
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14,000 were cobots. They can be used to automate parts of a production
line with minimal changes [46].

The introduction of robots can also face specific challenges, while
the acceptance of cobots by workers can only be achieved if they are
introduced at the initial stage of the production system [47]. Another
challenge faced by cobots is their design. Different aspects that need to
be considered when designing cobots are actions, type of robot,
interaction technologies, and sensors. The third challenge faced by
cobots is the development of an appropriate software architecture. The
fourth challenge is to create a user-friendly interface between humans
and cobots. In addition, cobots need to be able to detect collisions and
be easy enough to control according to the user’s needs. There are many
infrastructure challenges, as described in detail by V.G. Ivancevic,
D.J. Reid, M.J. Pilling (2018), and cobots need to know their
workspace well [48].

Cyber-physical cognitive systems. Cyber-physical cognitive
systems are a subset of trusted autonomy. Furthermore, they fall into
three broad categories: physical autonomy, cybernetic autonomy, and
cognitive autonomy. It offers many benefits to humans, such as better
decision-making, product classification, and various defense
applications [49].

Autonomous systems that are trusted can have a significant positive
impact on society, including providing assistance to the elderly and
helping robots increase the level of trust in them by people. Trust
between humans and machines can help increase productivity in
various challenging situations [50]. Cognitive-cybernetic symbiosis
can help improve the manufacturability of production. They achieve
this either by enabling human abilities and skills to interact with
machines in the cyber-physical world through an intelligent human-
machine interface, meeting the physical and cognitive needs of the
operator, or by enhancing the physical senses of the human and their
cognitive abilities [51].

Hyper-customization. Industry 4.0 has proven to be able to meet
the ever-growing demand for customization. Hypercustomization is a
concept that uses real-time data to prepare more specific products
according to user needs using artificial intelligence and big data. This
customization of robot-human integration makes it easier to produce
products in large quantities. Hyper-customization and personalization
require a shift to flexible manufacturing. Yoram Koren and his team
suggest that we are witnessing the emergence of a new manufacturing
paradigm, which they call «mass individualization» [41]. This is a
concept in which large numbers of individualized products can be
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manufactured, and each of these products will meet the needs of
individuals. This involves developing an open platform for products
with defined interfaces for each module [52]. Individualization of
production improves the flexibility of both hardware and software
components by decoupling physical systems from logical ones [41, 53].
The growing demand for individualization is driving the need for
flexible production systems. Introducing modularization into the
production line can help meet these requirements. To improve
modularity, an open architecture model is used, for example, a
relatively new class of machine tools based on fixed standard platforms
and customized modules that also follow open architecture models.
Also, to achieve the best results, as shown by M. Khan, A. Haleem,
M. Javaid (2023), it is necessary to transform the Industry 4.0
manufacturing paradigm into a more decentralized and socialized
version of Industry 5.0 to improve the idea of crowdsourcing [1].

Conclusions

The study analyzes the features of the concepts of Industry 4.0 and
Industry 5.0, identifies the challenges facing the fourth industrial revolution,
and outlines approaches to addressing them within the next industrial order.
It is shown how Industry 5.0 uses new technological advances, such as
predictive maintenance, hyper-customization in industry, cyber-physical
cognitive systems, and collaborative robots to overcome the challenges of
Industry 4.0. Furthermore, Industry 5.0 provides enormous opportunities for
research, especially in the areas of security and data integration, which is
considered the most significant challenge in IoT.

The main results of this paper are as follows: having considered the
evolutionary paths of different industrial revolutions, we can observe
the movement of humanity towards total digitalization and human-
centeredness, which is confirmed by the modern modes of Industry 4.0
and Industry 5.0. While the Industry 4.0 concept is at the stage of
implementing and overcoming the existing problems of this way of life,
the Industry 5.0 concept is currently a more theoretical development
that only determines the direction of movement in the development of
industry, economy and humanity as a whole.

This paper demonstrates how these issues are being addressed in the
concept of Industry 5.0, which has introduced more advanced
technologies such as predictive maintenance, hyper-customization in
industry, cyber-physical cognitive systems, and collaborative robots.

The study categorizes Industry 4.0 technologies and characterizes
the challenges associated with them; demonstrates that Industry 4.0 is
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technology-oriented, while Industry 5.0 implements these technologies
through human-centeredness. For example, in the supply chain, where
Industry 5.0 retains the benefits of Industry 4.0 and at the same time
adds the benefits of robots and cobots, while people remain an integral
part of the supply chain.

Another important aspect of this paper is the consideration of the
concept of Society 5.0, which is driven by the development of industry
and technology based on the fourth and fifth industrial modes and
allows combining human creativity and intelligence with the precision
and accuracy of machines and technologies.

The study also systematizes and summarizes the applied
information systems based on technologies that characterize the
achievements of Industry 4.0, as well as shows their limitations and
approaches to address them in the context of Industry 5.0 development.
Industry 5.0 actually puts the Industry 4.0 approach into a broader
context, providing a restorative purpose and focus for the technological
transformation of industrial production for the prosperity of people and
humanity as a whole, rather than just the growth of economic indicators
such as GNP or a company’s financial capitalization.

The findings are intended to help researchers and practitioners in
various sectors of the economy learn about the various challenges faced
by Industry 4.0 and how these challenges can be overcome with the
help of Industry 5.0.

Prospects for further research may be focused on work aimed at
addressing the existing challenges of Industry 4.0 related to human-
centeredness, data security, improvement of technologies for human-
robot interaction, and 4D printing technologies. Thus, ensuring the
prominent role of human-centeredness will help to increase human
productivity and provide meaningful work for employees. If data security
issues are overcome, organizations will be able to implement Industry
5.0 principles and technologies more quickly and efficiently, and this will
also provide increasing trust in digitalization, which will help employees
do their jobs with cobots. As human-machine interaction increases,
future work could also focus on developing intelligent control by
improving existing pattern recognition algorithms. 4D printing
technologies can be improved to provide better print quality, given their
huge potential in the prosthetics industry and other industries.
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