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Abstract.

This study analyses political manipulation as a component of political
communication within the context of information warfare. It aims to provide an
objective assessment of the nature and content of this phenomenon. The research
examines the technologies and techniques of political manipulation as an effective
communication tool in the modern Russian-Ukrainian war, which is not exclusively a
military armed confrontation but is hybrid and multidimensional. The study provides a
systematic analysis that combines general scientific and specific methods. It presents
the fundamental techniques of political manipulation and identifies the main trends in
the development of political manipulation technologies in the context of information
confrontation and warfare. The research concludes that manipulation, as a
component of political communication, can be carried out at different levels:
interpersonal, intragroup, intergroup, and mass. The authors highlight the effects of
political manipulation on the quality of political communication in Ukrainian society,
specifically in the context of the Russian-Ukrainian war. They stress the need to
develop effective methods to counteract manipulative influence as a crucial
component of political communication in the modern information space. The study
emhasises the effectiveness of countering political and manipulative influences in the
information and communication space by observing the principles of impartiality,
timely confirmation of information with documents and verified facts, and finding
alternative sources of information. The authors conclude that countering hostile
manipulative technologies and information manipulative influence should become the
basis of the State's domestic and foreign policy. This policy should focus on protecting
the information space and enhancing the level of information security.
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Problem statement in general and its connection with important
scientific or practical tasks. In the context of the information war as a
component of the full-scale Russian-Ukrainian war for the
independence and territorial integrity of Ukraine, it is crucial for
Ukrainian state policy to focus on protecting the information space and
enhancing information security and resilience to information threats.
Thus, the research problem is the study of political manipulation as a
component of political communication in the information society era.
This study examines the theoretical and methodological foundations of
political manipulation, as well as the development and implementation
of manipulation techniques in the context of the information
confrontation during the Russian-Ukrainian war, which escalated in
February 2022 with the full-scale invasion of Ukraine by Russian
troops. The war between Russia and Ukraine has been ongoing since
2014 and encompasses various dimensions beyond military
confrontation, including historical, ideological, communicative,
mental, and informational aspects. It is crucial to avoid distorting
information, spreading disinformation, and promoting biased narratives
and ways of thinking, as these are all part of hybrid warfare.
Misinformation in the modern information space poses a direct threat
to global democracies. Therefore, political manipulation is a significant
aspect of communication during information warfare. It is a powerful
tool for influencing perception and shaping citizens' awareness.

Goals and objectives. The aim of this study is to investigate
political manipulation as a tool of political communication and a
technology used in information warfare.The research involves the
following tasks:

1) to highlight the content and role of political manipulation in the
processes of political communication;

2) to study the peculiarities of the use of political manipulation
technologies in the modern information war;

3) to find out the content of basic techniques and technologies of
political manipulation and their impact on modern Ukrainian society in
the context of the Russian-Ukrainian war.

Outlining previously unresolved parts of the general problem
that the article is dedicated to. In our opinion, some of the unsolved
tasks regarding the role of political manipulation and the technologies
of its influence on public opinion were considered by the author in the
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article (Lysenko & Maneliuk «Techniques of political manipulation
and their impact on public opinion in modern political processes»,
2022). However, further research is required to address the
effectiveness of countering manipulative influence in the modern
global information space. The issue of researching ways to minimize
the negative impact of political manipulation technologies on social
media is particularly relevant and still unresolved. Additionally, the
problem of threats and consequences of information terror in global
political communication remains poorly understood.

Research methods. The study of the informational communication
aspect of the modern Russian-Ukrainian war involves the application
of interdisciplinary methodology. The research is based on system
analysis as a general scientific method, and special scientific methods
are also used in the study. On the one hand, manipulation is an element
of political communication at different levels of its implementation
(local, national, global). On the other hand, political manipulation is an
instrument of influence on the formation of attitudes, views, and values
of society. Since «political communication», «political manipulation»
and «information warfare» are central categories in our study, it is
logical to use methods of observation, comparison and generalisation.
Political science analyses the technologies of political manipulation and
their impact on public consciousness, public opinion, and political
behaviour at the individual, group, and mass levels. In our study, this
methodology is useful for analysing collective psychology, as seen in
political communication and the formation of worldview attitudes and
political views in modern information society.

Changes in the modern information space dictate trends in the
systematic use of information and communication technologies as a
tool to attract the attention of the widest possible range of citizens and
to influence their thinking, worldview and political opinions. Under
these circumstances, manipulation can be considered an integral
element of socio-political governanceand the struggle for power. The
relevance of manipulative influence and political manipulation in
public life is increasing within the context of the ongoing Russian-
Ukrainian conflict for state independence and territorial integrity of
Ukraine, which commenced in 2014 and escalated following the direct
invasion on 24th February 2022.

Analysis of recent research and publications. The theoretical and
methodological aspects of the essence of political manipulation and
manipulative technologies are described in the scientific studies of
Ukrainian scholars, in particular, O. Boyko (2010), A. Kruglashev,
S. Naumkina, G. Pocheptsov, Y. Shaygorodsky, V. Voronkova (2004)
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and others. The concept of political manipulation, as well as its various
types, mechanisms of implementation, and specific applications within
political processes, have been researched by W. Riker (1986),
T. Andrushchenko (2022), D. Arabadzhiev (2019), O. Hoyman,
0. Dyachenko, D. Moshak (2021), K. Zakharenko, M. Kostelnyuk,
V. Maksymets, O. Shevchuk, T. Yaroshenko, and others. Manipulative
techniques as a component of political communication in the context of
information confrontation, propaganda, and information warfare in
cyberspace are studied by D. Avramenko, M. Avramenko (2022),
T. Andrushchenko and V. Zelenin (2022), M. Brodchak (2012),
0. Medvedev (2023), A. Stadnyk (2015), V. Petryk (2006) and others.

Results and discussions Thus, based on thorough research by
Ukrainian scientists and taking into account the current realities of
Ukrainian society, we can consider manipulation as a common method
of communicative action used to shift attention, hide the objective,
conceal certain information, etc. Manipulation should be interpreted as
an action with certain intentions, goals, and hidden motives for control,
aimed at the object of information influence.

The scientific understanding of the term «manipulation» in
Ukrainian encyclopedic editions (Voronkova, 2004, p. 321) is defined
as a system of means and ideological, spiritual, and psychological
influence on the mass consciousness in order to impose certain views,
ideas, values The concept of «information warfare» was developed by
American scholars in the early 1990s long before the aforementioned
events in Ukraine. Modern Ukrainian scholars (Myrnyi & Moroz,
2023) define «information warfare» as a form of conflict between
different actors, such as states, blocs, political parties, etc. This involves
using the media, computer networks and other means to influence the
population in order to shape public opinion, and erode society's morale
and its institutions

Information warfare is a critical element of shaping the mass
consciousness. Manipulation is a powerful tool of political influence
within the context of information warfare. The techniques and methods
of manipulative influence have a broad and dynamic range of
applications, making them difficult to predict.

In the context of information warfare, manipulative technologies are
becoming increasingly diverse in their form, content, goals and
purpose. According to researchers, the dramatic changes taking place
in the modern information space have created conditions for their use
in the interests of information and psychological influence. A struggle
has begun, sometimes a fierce one, not inferior to the classical version
of armed confrontation. The systematic use of the latest «information
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and communication technologies allows states in some cases to achieve
their goals without using conventional weapons at all» (as cited in
Medvedev, 2023, p.135).

The development of technologies of political influence depends on
the level of information and communication interaction in the political
sphere. Thus, technologies of political manipulation acquire signs of
dynamism, hlgh activity, and adaptive nature. They include verbal and
non-verbal, individual and mass, overt and covert methods of
influencing the consciousness and even the subconscious of the public.
Ukrainian scientists (Smolianiuk et al., 2021, p. 11) emphasize that
there are certain patterns in the development of manipulative political
technologies:

1) complication — from coercion to manipulation;

2) complication of the manipulative arsenal;

3) complication of the manipulative scheme — from linear to non-
linear («by other people's handsy);

4) acceleration of manipulative processes. The reasons for the
popularization and active use of manipulative technologies are the need
for an effective way to achieve the practical goals of the participants in
the political process.

The Ukrainian scientist O. Boyko (2010), a researcher of political
manipulation, notes that the key elements of political manipulation are
the concealment of the action; targeted influence on the mass audience;
the manipulator's desire to direct public sentiment and behavior, which
leads to a comprehensive approach to understanding the essence of
manipulation. Political manipulation is complex of psychological
actions aimed at covertly adjusting the mass consciousness in order to
stimulate social activity in the direction desired by the manipulator in
the struggle for political power, its seizure, use and retention (Boyko,
2010, p.295).

The interpretation of the nature of manipulation as a socio-
psychological phenomenon of communication is the focus of the
scientific work of Andrushchenko T. and Zelenin V. (Andrushchenko
& Zelenin, 2022). The above-mentioned authors argue that in most
cases psychological manipulation is carried out through the
manipulation of information as a system of ways to influence human
consciousness and unconsciousness with the aim of certain deception,
deliberate distortion of reality, introduction into the mind of illusory
concepts about a certain segment of reality, elementary concealment of
the truth, goals, deeds, actions. Among the characteristics of
manipulation as a form of communication, the authors identify the
following:
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1) the desire to gain a one-sided advantage, but at the same time, the
manipulator cares about preserving his own image reputation;

2) the tendency to ignore other people's interests and intentions.
However, this is not all-encompassing, but manifests itself in relation
to the audience (interlocutor);

3) the presence of hidden influence involving indirect pressure
rather than direct pressure using provocation, deception, intrigue, etc.

The purpose of manipulation is:

1) to disrupt the state of psychological balance and shake the
psychological mood of an individual or social group (to cause feelings
of threat, fear, uncertainty, doubt in political beliefs; to provoke panic,
mass anxiety, etc.)

2) to improve the moral and psychological state of an individual,
social group, or society. This includes forming convictions in the
correctness of a political position, belief in victory, and other similar
outcomes.

3) to consolidate a certain stereotype or myth in the minds of a
person or social group. This is achieved by forming a strong negative
belief towards a political opponent or by promoting the infallibility of
a leader.

4) to encourage action, often through propaganda and advertising
(Smolianiuk et al., 2021, p.12).

Manipulation as a component of political communication can be
carried out at different levels: interpersonal, intragroup, intergroup, and
mass. Experts in the field of applied political research argue that
political manipulation has certain characteristic features at each of these
levels of application, namely: at the level of a person (individual), it is
characterized by a clear targeting of manipulative action, relative ease
of attracting and diverting attention, and consideration of temperament
and character. Political manipulation aimed at a group (collective)
affects a social characteristic (element) based on professional, age,
ethnic and other characteristics; it should include overcoming the focus
of people's attention on narrow group interests, the effect of the
mechanism of emotional contagion. At the mass level, manipulative
actions lose their clear target, are based primarily on taking into account
the peculiarities of mentality, using generalized techniques of
psychological influence, exploiting the inherent emotionality, personal
irresponsibility, and spread of the mechanism of emotional contagion
in the masses (Horbatenko, 2008, p. 296).

The introduction of political manipulation technologies as a
component of political communication is based on a thorough
consideration of various factors, including the historical, socio-
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economic, mental, religious, and ethno-national characteristics of
society, as well as its foreign policy orientation and the formation of
political elites. In an information war, manipulation is a part of the
communication processes of the political environment. Political
communication affects the formation of political views and values, the
level of political culture and the level of public trust in state institutions,
as well as the formation of public opinion. Scientists who study applied
aspects of political science (Horbatenko, 2008) believe that the most
common ways of manipulating public opinion in modern society in the
context of information warfare are:

1) direct disinformation (misleading, untrustworthy information
deliberately spread by a participant in the political process and
presented as true);

2) distortion of facts, which consists in their incomplete, one-sided
or biased presentation to the public with deliberate concealment of
essential details or distortion of the reliable factual basis of the
message;

3) inadequate use of sociological survey data with free
interpretation, or even the creation of falsified surveys by specially
created sociological centres;

4) «leakage» of pseudo-secret information. The technology of
deliberate dissemination of «pseudo-secrety information that is
perceived by society with a predominantly trusting attitude and a high
level of interest;

5) references to unconfirmed sources that are difficult to verify;

6) speculating on people's fears; such technologies are often used
during elections to influence voters' preferences for a particular option
for certain politicians or political forces to come to power (or not);

7) making analysis impossible. This technique involves spreading
the flow of information without being able to isolate or analyze a
particular message or trend i.e. without being able to draw independent
conclusions due to the constant pressure of information;

8) limiting and distracting attention. The technique involves
spreading a «sensation» that is intended to distract the attention of an
informed audience from really more relevant events;

9) the use of historical analogies. This technique plays an important
role in political manipulation technologies, as historical facts can be
interpreted as analogies to all cases of modern life (for example, the
dissemination of historical metaphors in the media or social networks,
which to some extent program certain opinions, assessments,
preferences and behavior of the objects of influence, ensuring the
achievement of manipulative goals);
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10) the use of the method of associations, which is one of the most
common in the practice of using political manipulation technologies
(for example, activation of negative memory and transfer of a negative
image to a specific person, etc.)

11) imposing socio-political myths and stereotypes on the mass
consciousness, which are perceived by society without their rational
and critical reflection;

12) logical persuasion in the desired context. The method of political
manipulation is designed for those who prefer facts, evidence, and
critical reflection on information influence. This method includes the
technique of involving experts, opinion leaders, popular media
personalities, whose speeches (lectures, appeals, reasoned assessments)
are used to exert a targeted influence on thinking, political preferences,
public opinion positions, and worldview in general (as cited in
Horbatenko, 2008, p.p. 224-226).

Manipulation as a technique of information and communication
political technologies is mostly negative and poses a certain threat to
the development of civil society. It causes alienation of people from
participation in political life, and distorts the public's perception of
social phenomena. This is due to the fact that manipulative technologies
in the context of information and propaganda wars involve applying the
principles of political confrontation and hate speech. According to
scholars (Andrushchenko & Zelenin, 2022) political propaganda as a
psycholinguistic phenomenon manipulates information through the
following three strategies.

1) Generalization — each new message is categorized and compared
with previous subjective experience in order to be classified as a
«correct» category.

2) Deletion — silencing, censoring or deleting unnecessary
(unfavourable) information messages. This strategy is based on the fact
that, when receiving certain information, a person tends to miss a
significant amount of data.

3) Distortion — people tend to interpret information in accordance
with their habits of perception: established views, stereotypes, values,
beliefs, previous experience, etc.

In presenting information messages, propaganda on the one hand takes
into account the reality of the situation and the existing «world picture» of
the target audience, and on the other hand actively (often covertly)
influences the reformation of the cause-and-effect relationships of this
«world picture» in the direction desired by the propaganda subject.

All of the above-mentioned strategies form a single structure of
propaganda work with information. Manipulation as a component of
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political communication in the context of information warfare is aimed
at inciting hatred, deepening confrontation, and making it impossible to
find compromises.

Ukrainian scholar O. Boyko (2010) notes that information
manipulation is aimed at forming and fixing in people's minds a false
model of external reality. This act is carried out using technological
methods of processing, interpreting and presenting information. The
researcher notes that the message of a political manipulator should not
only be perceived, but also produce the «desired» effect in the target
audience, in particular, to cause reactions, form certain moods, and
stimulate a specific action. The main task of such manipulative
influences in political communication is to deform the public
consciousness. Among the universal methods of information and
psychological manipulation, the following are extremely common:

- the method of silencing or distorting information;

- the method of «labelling» — a selection of offensive epithets,
metaphors, names aimed at discrediting a person, organization, ideas or
proposals;

- the method of "transfer" or «transmission» — spread of a person's
authority to support (positive transfer) or discredit (negative transfer)
certain political figures, social groups, political ideas or programmes in
a way that is unobtrusive or inconspicuous to the majority;

- the «card shuffling» technique is a one-sided or tendentious
disclosure of facts and judgements while simultaneously silencing the
opposite;

- the «guys you can trust» technique — showing the manipulator's
unity with the audience through visual similarity and social affiliation
to quickly establish contact with the target audience, gain trust and
create an image of a «man of the peopley;

- the «common platform/common carriage» technique —
dissemination of thoughts, ideas, statements that require uniformity in
behaviour, creating the effect of «acting like everyone else» (Boyko,
2010, p.p. 167-169).

Furthermore, the arsenal of manipulative technologies is being
dynamically expanded, supplemented and enriched in connection with
the development of the latest information and communication
capabilities of modern society. The spread of propaganda in the course
of the information war has actualized such means of manipulative
influence as:

- substitution of concepts — the use of special terms that create a
distorted reality, an inaccurate picture of reality, misleading the object
of manipulation;
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- concealment — the transmission of reliable but incomplete
information in order to conceal important and significant details,
resulting in a distorted perception of reality by targeted audience;

- selection — selective presentation of material, disclosure of only
that part of the information that is important to the manipulator;

- distortion — deliberate exaggeration of the insignificant or
reduction of the significance of something important in communication
interactions;

- falsification — the submission of false information for mercenary
reasons that distorts phenomena, facts, events;

- creation of a non-existent reality — the formation of a false
perception of the political situation, the image of a leader or a political
force in the object of manipulation;

- disguise — an attempt to hide essential information behind
insignificant information;

- timing manipulation — delay in publishing reliable, truthful
information at the moment when it has lost its relevance, etc.

Manipulators use certain logical and psychological techniques to
influence feelings, perception, memory, and thinking (Boyko, 2010,
p.174), (Andrushchenko & Zelenin, 2022, p.p. 60-61).

Ukrainian scholars (Boyko, 2010), (Andrushchenko & Zelenin,
2022) researching political manipulation and the psychology of
political propaganda have identified the following logical techniques of
manipulative influence:

1) the technique of uncertainty of the thesis: speculation on the fact
that an unclearly formulated main thesis of the discussion allows the
initiator of the technique to use different options for interpreting the
opinion expressed by him; that is, the possibility of interpreting what is
said in different ways, depending on the situation;

2) the technique of substituting theses: the manipulator covertly
changes the basic thesis during the discussion or debate;

3) the technique of disregarding the law of sufficient grounds: an
attempt to prove the legitimacy of statements by covertly violating such
generally accepted rules of argumentation as reliability, sufficiency,
and consistency;

4) the technique of double comparisons: contamination of two
comparative judgements (inclusion of details of one event in another)
based on different parameters. The purpose of this technique is to create
the illusion of a double advantage. For example, «politician A is
younger and more promising than politician B, and has a higher rating
than politician C». As a result, the illusion of a double advantage of
politician A arises (Andrushchenko & Zelenin , 2022 p.60);
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5) the technique of false causation: the artificial embedding of
individual facts into an imaginary causal relationship;

6) the technique of false generalization or exaggeration:
a) deliberate admission by the manipulator of a logical error —
transferring a part of it to the object of assessment, characterization, etc.
b) presentation or emphasis of a single fact as a regular phenomenon c)
unjustified generalization, exaggeration of the meaning of the
opponent's statements, extended interpretation of them (for example,
«our leader is authoritative and popular, which means that our entire
party has authority among the people, a high rating of popularity and
support») (Boyko, 2010, p.175);

7) the technique of false concretization: transfer of reasonable
conclusions about the whole to its parts;

8) the technique of 'jumping over the event' involves discussing
future events in detail while avoiding analysis of current issues. The
technique aims to deliberately divert attention from current issues.

9) the use of a false alternative (illusion of choice): a) the use of
incomparable concepts in the course of a discussion (dialogue); b)
offering the opponent alternatives, among which one (necessary for the
manipulator) is presented or evaluated as correct on the basis of the
unacceptability of others;

10) analogy from the opposite: deliberate use of logically incorrect
statements that are not relevant to the analogy. For example, politician
A, being principled and professional, participates in an action/event, so
politician B, who does not join it, is unprincipled and unprofessional
(Andrushchenko & Zelenin , 2022, p. 61).

Psychological methods of political manipulation include:

1) the method of imposing a model of perception: covert but
consistent and purposeful forcing an opponent to agree with certain
criteria and assessments; forms and methods of analysis that create an
impression of the world around the manipulator that is favourable to
him/her;

2) the technique of devaluation: artificially reducing the level of
importance of an issue and denying the expediency of discussing it
when the opponent's arguments are more thorough and convincing. It
is often used through phrases such as «At first glance, you may seem
right, but..» or «Your arguments seem to be valid, but...»
(Andrushchenko & Zelenin, 2022, p. 61), (Boyko, 2010, p.176);

3) the technique of increasing value: shifting the emphasis so that
the position (statement) is valued higher than the opponent interprets it;

4) the technique of differentiation: dividing the opponent's
statements into two groups: a) statements that should be agreed with;
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b) statements that should be denied in order to compromise the main
undesirable ideas and proposals in the further discussion;

5) the technique of discrediting the opponent's idea: removing from
the discussion an idea (problem) that is unfavourable to the manipulator
by ignoring it, focusing on the opponent's personal qualities, appealing
to common sense, etc.;

6) the use of double standards: assessing a person, event, or fact
depending on how much they help or hinder the implementation of
manipulative plans. The technique involves: a) recognizing the same
arguments as convincing when they are used to defend the
manipulator's position and unacceptable when they are expressed by
the opponent; b) emphasizing the idea that the arguments in favour of
the manipulator's position are true, justified and supported by evidence,
while opposing arguments are false erroneous, or falsified (Boyko
2010, p.177). For example, sending troops into the territory of a foreign
state during an internal armed conflict can be labelled as either
«intervention» or «military assistance» (Andrushchenko & Zelenin,
2022, p. 61);

7) the «wordplay» technique: using the peculiarities and
characteristics of language depending on the circumstances and needs
of the manipulator: changing words to similar sounding ones, parts of
a word or a single letter; using verbal and figurative associations;
deliberately misplaced emphasis; using so-called «linguistic pearls» or
ambiguities; distorting the meaning, deliberately confusing, changing
the order of words in the context;

8) the technique of using vague (ambiguous) statements: a) reducing
the clarity and certainty of statements, such as: «there is an opinion...»,
«according to the latest data...» (without specifying sources of
information, exact dates, statistics, etc.); b) distortion of information
through emotional hyperbole;

c¢) assessment without specific criteria, for example: policy A is
better than policy B (without specifying comparison criteria, specific
differences in how much and in what way it is better, etc.)

9) the irrelevance technique: formulating a message that is not
relevant to the information request. The manipulator uses tactics and
techniques of distraction, presenting arguments that do not relate to the
opponent’s position, thoughts, behaviour and statements;

10) the «painting in black» technique: emphasizing the
consequences of the opponent's position, which the manipulator
presents as negative and unacceptable;

11) the «ice mountain» technique: warning or intimidation that it is
enough to take one step on the «ice mountainy, i.e. to make a seemingly
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insignificant, unreasonable, wrong action and the situation will get out
of control. In the information field of modern Ukrainian society,
Russian propaganda narratives of the «nuclear threat», «accidents at
nuclear power plantsy», «crossing the red lines as markers of the threat
of world wary, etc. are often promoted. Thus, they play on the feeling
of fear, emphasize possible negative consequences of a large scale,
etc.);

12) the «accuracy trap» technique: substantiating one's own
statements with dubious statistics and figures. It speculates on the
natural human tendency to associate precise figures with scientific
rigour, seriousness, motivated arguments, and reliance on the authority
of science. The technique is used in the information environment in
several ways: a) as a reference to an imaginary authority that does not
actually exist in the field concerned, for example, comments by pop
stars, athletes, actors, opinion leaders on trends in the country's political
development or the country's recovery from the crisis, etc.

b) a reference to a clearly unspecified expert («experts believey,
«analysts predict», etc.) (Boyko, 2010, p.179);

13) the technique of negating arguments: rejecting a true and
important argument as insignificant or false. Phrases that serve as tools
for using this technique: «This argument is too naive/not serious
enough to be taken into account...»;

14) the technique of obviousness: artificial presentation of the state
of affairs as absolutely clear and obvious, which removes the question
of debate, discussion and makes any further reasoning superfluous. To
avoid the risk of revealing incompetence or causing a negative reaction
from the majority, it is relevant to manipulate information using this
technique instead of trying to prove a point;

15) the technique of combination: combining reliable and
unreliable, dubious information in one statement;

16) the «triple helix» technique: a phased language manipulation
where one story is suddenly cut off, then another is given, which is also
cut off, and finally, a third story is presented, containing the key idea
that the manipulator is trying to convey. After the initiator of the
influence is convinced that the essence of the third story is clearly fixed
in the mind of the object of manipulation, the message about the first
and second stories logically ends. This technique is based on the laws
of suggestion described by the famous hypnologist M. Erickson (USA)
(Andrushchenko & Zelenin, 2022, p. 62);

17) the method of dominance of form over content: focusing not on
the essence of the issue or problem, but on the form of its presentation
— «packagingy;
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18) the technique of nihilistic conformism: rejection of any
generally accepted opinion (for instance, Russian propaganda often
claims that Ukraine has never been an independent and sovereign state,
etc.);

19) the use of the trap of the immutability of principles: stimulating
blind adherence to principles, canons, dogmas, rituals, which lead to
ignoring or denying real facts, total disorientation in a constantly
changing world;

20) the technique of isolation: taking a statement out of context,
isolating it and placing it in a sphere where it acquires a different
meaning. Often, the quote is deliberately shortened, which gives the
statement a new meaning desired by the manipulator (Boyko, 2010,
p-183).

Of course, there are other logical and psychological methods of
political manipulation in the context of modern information wars. All
of them were used in the information confrontation of the Russian-
Ukrainian hybrid war long before 2014. The use of manipulation
principles has significantly increased after 24 February 2022.
Analyzing the media discourse of political life in Ukraine and the
world, we can state that the number of political manipulation
techniques is increasing, which is due to the methods and tools of
modern information confrontation. It is worth pointing out the growing
trend in the use of manipulative psycho-technologies of political
propaganda of the so-called «alternative history» narratives, which are
used to create falsifications, information fakes, and insinuations to
spread misinformation about the cause and effect of most events taking
place in the modern world. Therefore, the ability to track them in
communication can help build psychological resilience and critical
thinking as prerequisites for psychological security and political
consciousness in the realities of information warfare.

Television remains a powerful complex means of manipulating
certain layers of society, as it organically combines visual and audio
influences. The tools of communicative influence remain interviews
(standard, random, sensational), techniques of «repetition of
information», «last word effect», which allows the manipulator to
promote his or her own or desired opinion in the form of conclusions
expressed towards the end of a programme or speech.

The system of manipulative techniques can be characterized as
elements of political communication in the context of information
warfare by generalizing real political practice and considering the
developments of scholars. They can be further divided into groups
depending on the object of influence. These techniques impact the
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mechanisms of mental reflection, including sensation, perception,
thinking and memory. Additionally, their effects target the mechanisms
of regulation such as attention, emotions, feelings, imagination, will,
temperament, character and mentality.

Considering the essence of real political practice and the use of
manipulative techniques in the context of Russian propaganda in
Ukraine during the war, we can state that they are aimed at spreading
the mood of «betrayal», intimidation and panic among the population;
creating information chaos; systematic and purposeful persuasion of the
target audience by ideological means; discrediting the activities of the
authorities, individual civil society institutions, for example: TDF
(Territorial Defence Forces), public associations and organizations,
representatives of volunteer movements, as well as the media, the
Armed Forces of Ukraine, etc. All of this will contribute to the «rocking
of the boat» of Ukrainian society.

It is important to consider that the active use of manipulative
technologies has a direct impact on the level of trust that civil society
places in state institutions and their choices of information sources.
According to the results of sociological study titled «Democracy,
Rights and Freedoms of Citizens, and Media Consumption in Times of
Wary», conducted by Kyiv International Institute of Sociology on
behalf of the non-governmental and non-party all-Ukrainian public
control organization «Oporay, the information and media consumption
practices of Ukrainians have changed since February 24th, 2022
(«Naibilshe ukraintsi», 2022). In particular, it is said that the majority
of respondents (69%) use social media as the most trusted source of
information. Respondents named Telegram channels and Facebook
groups among the most popular. It is worth noting that Ukrainians also
consider the all-Ukrainian national telethon «United News» as an
important source of information.

In the context of information warfare as a component of the full-
scale Russian-Ukrainian war for Ukraine's independence and territorial
integrity, it is crucial that Ukrainian state policy is focused on
protecting the information space. The policy should aim to elevate the
level of information security and increase resilience to information
attacks and threats.

The international community supports Ukraine in countering
manipulative influences in the information field. Scholars argue that
European institutions are looking for ways to counter propaganda and
methods to combat Russian fakes (Medvedev, 2023, p.139). Studying
the peculiarities of the use of modern communication technologies,
narratives and topics of information warfare, O. Medvedev (2023)
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notes that the European community demonstrates an unjustifiably
liberal approach to information aggression by the aggressor (Russia)
and is extremely slow to take the necessary measures. When the
European Union imposed sanctions on the Russian media holding
«Russia Today» and the «Sputnik» news agency after the full-scale
invasion of Ukraine by Russian troops, the decision gave rise to
accusations of alleged violations of fundamental democratic principles
and civil liberties by EU institutions (Medvedev, 2023, p.139). As part
of its defensive information warfare operations against the aggressor
country, Ukraine began to launch information attacks in response to the
enemy’s actions as well as to carry out information penetration into the
enemy's territory and consciousness. Certain aspects of information
warfare in cyberspace in modern conditions are covered in the scientific
works of Ukrainian researchers (Medvedev, 2023), (Avramenko D.
&Avramenko M. (2022). Information penetration into the enemy's
territory has become a joint project of public-private and civil-military
partnership (Medvedev, 2023, p.140).

In addition, it is worth emphasizing that non-governmental
organizations have taken the primary initiative in actively countering
manipulative influence in the information space of Ukrainian society.
The level of political influence on public opinion in Ukrainian society
is quite significant. That is why the issue of studying the peculiarities
of the use of manipulation technologies, including those aimed at
influencing public opinion, remains relevant. As a result, the
development and implementation of appropriate methods and
mechanisms for protecting and counteracting manipulative influence is
in demand in modern society. It is worth noting the main fact-checking
initiatives during the war that are available in the Ukrainian information
space, in particular for verifying the accuracy of information, as well as
for checking fakes, etc. These include: «The National Security and
Defence Council's Countering Disinformation Centre», the National
Media Literacy Project's Filter platform, «Bez brekhni», «Stop Fakey,
«Nota Yenot», «Ukraine Factsy», etc, each of which has a website or is
represented on popular social media. In the context of modern
information wars, political manipulation is a powerful communication
tool. The transition from analogue to digital means of transmitting and
disseminating information has made it more accessible and less
controlled by government institutions. This transition has increased the
speed of virtual activities and reactions in widespread social networks,
expanded opportunities for promoting elements of information terror,
and changed the focus of information policy. Taking into account these
trends, experts of the educational online platform «Zrozumilo» identify
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certain peculiarities of the perception of information by Ukrainian
society, which are used by manipulators to promote propaganda
narratives and influences. These features are as follows («Informatsiini
operatsii», 2023): citizens' distrust of state institutions; Ukrainians'
desire to find quick solutions to complex problems; lack of a culture of
searching for primary sources of information, unwillingness to verify
information, etc.

Almost two years of full-scale invasion have changed the situation
with the search for primary sources of information. According to the
USAID-Internews Media Consumption Survey («Opytuvannia
USAID-Internews», 2022), there have been significant changes in news
consumption: consumption of TV, radio, press and websites has
decreased (most of all TV), and the news audience has shifted mainly
to social media; 49% of Ukrainians use several types of media for news;
if they use only one source, it is usually social media. In 2022, Telegram
became the main social network for both communication and news
consumption. It is popular social media that has become the place of
the highest concentration of information fakes — false information
messages distorted by manipulators.

The average citizen who relies on social media and popular online
channels for information lacks sufficient tools for filtering information
and protection from fakes. This means that political manipulation is a
powerful part of communication in the context of information warfare,
and people as consumers of information are often left to deal with
harmful content alone. Experts estimate that only 14% of Ukrainians
can identify fake news in the information space («Informatsiini
operatsii», 2023).

According to Ukrainian researcher A. Stadnyk (2015), information
warfare consists of actions taken to achieve information superiority in
support of the national military strategy, including by influencing the
enemy's information and information systems, while at the same time
strengthening and protecting one's own information, information
systems and infrastructure. The main weapon used in information
warfare is a specific information weapon, which is a means of
destroying, distorting or stealing information arrays, etc (Stadnyk,
2015, p.113). Describing information warfare as a communication
technology of influence on the mass consciousness and public opinion,
A. Stadnyk (2015) outlines some features that characterize information
weapons, including: universality, attacking nature, secrecy,
multivariate forms of implementation, radical influence, pseudo-
selectivity, freedom of spatial and temporal manoeuvre, and cost-
effectiveness (Stadnyk, 2015, p.114). These features lead to the
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conclusion that the manipulation of information in the context of
information warfare is becoming a component of public
communication, especially its political segment. One of the authors the
Political Science Encyclopedic Dictionary (Voronkova, 2004) point out
that the mass media in the context of political manipulation aim to form
unified and deliberately simplified, reduced to the standards of mass
consciousness ideas about existence that do not reach the level of
theoretical reflection (Voronkova, 2004, p. 322). Thus, manipulation,
as a component of political communication, is a tool for influencing the
perception of political realities and shaping political views, assessments
and actions necessary for the manipulator to promote the information
he needs.

Manipulative actions in the political sphere are used not only
through communication processes. Political manipulation has a wide
arsenal and instruments of influence. The problem of protecting against
manipulative influence in politics has always been relevant. This
problem has become particularly acute for Ukrainian society in the
current political environment. The Internet competes with print media
and television in terms of audience reach, as it has no significant
restrictions and is perceived as a platform for freedom of information.

Technologies of political manipulation and manipulation as a
component of political communication in the modern information
environment are aimed at intensifying or suppressing political activity.
Such influence occurs at two levels: interpersonal and mass.
Investigating the peculiarities of political manipulation in the
information space, M. Brodchak (2012) notes that in order to influence
the level of interpersonal relations, the manipulator resorts to a set of
certain manipulative techniques intended for use at the interpersonal
level. The mass level of manipulative influence, according to the
scientist, is possible through the use of manipulative technologies. Such
technologies are sometimes referred to as persuasive communications,
avoiding the terminology «manipulative» (Brodchak, 2012, p.285).
Among the most common methods and techniques in network
manipulation technologies is the «commenting» technology, the use of
which creates the illusion of citizen participation in the political process
by expressing their own opinions, sharing and discussing them in
popular social networks.

However, at the same time, organised groups of «interlocutors»
from fake accounts, the so-called «bot farms», can be involved in such
discussions. The main task of bots is to spread propaganda sentiments,
fake false news or facts, manipulative information, or to carry out
information or cyber attacks in favour of the manipulator. Therefore,
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the manipulator can direct the opinions of citizens, interested social
groups, or large social strata in the desired direction. This means taking
into account the specifics of the political life of the society, historical
and socio-economic features of its development, mental, religious and
ethno-national characteristics, foreign policy orientation, peculiarities
of the formation of political elites, political regime and other factors
that can become the subject of disputes in social networks and be used
to create informational and psychological special operations (IPSO) —
as another example of an extremely popular reception of the political
manipulation in the modern information space among mass media and
social networks.

Manipulative political technologies work and achieve their goal
because of the uncritical thinking of citizens, as a significant part of
generalizations, information about social and political life, and
interpretation of facts are not subject to verification by the public or
potential electorate. The media and social networks have a wide range
of potential opportunities to influence public opinion. Social values,
political sentiments and preferences, and public opinion as such, are
formed with the help of the media and modern Internet resources
(Lysenko & Maneliuk, 2022, p. 45).

Counteracting hostile manipulative technologies and information
manipulative influence in general should be the basis of the state's
domestic and foreign policy, especially in the context of information
warfare. In developed democracies, measures are taken at the state level
to ensure an effective system of protection against manipulative
influence. In the transition countries, to which Ukraine still belongs,
traditional protection mechanisms have been destroyed or do not
correspond to the development of modern manipulative technologies in
the political sphere, as noted by domestic scholars, and the latest
protection mechanisms are in the process of being formed under the
influence of the new inauthenticity (Smolianiuk et al., 2021, p.157).
However, according to L. Makarenko (2015), the state communication
policy has not yet become a basic fundamental concept in public policy
(Makarenko, 2015, p.p. 207-209). The researcher notes that in the
context of incomplete democratic transformations in Ukraine, the
search for new forms of interaction between public authorities, local
self-government institutions and civil society continues. There have
been various attempts to establish a system for informing the public
about the activities of the authorities and to ensure sustainable feedback
between the authorities and citizens. This is done within the framework
of developing a culture of public administration.
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Methods of counteracting political and manipulative influences in
the information and communication space will be effective and
appropriate if the following principles are observed:

- impartiality;

- confirmation of information with documents and verified facts;

- alternatives in the search for relevant sources of information;

- involvement of specialists, experts, opinion leaders with relevant
professional competences in disseminating official information to the
public.

In the long run, this will contribute to the development of political
communication processes on a democratic basis, the formation of a
civilized civil society, democratization and the consolidation of
European political values regarding human expression in the
information, communication and political processes of our time.

Conclusions.

Political manipulation is rapidly spreading in the modern
information society and is becoming an integral technology of political
communication. The application of techniques and methods of
information warfare, as well as the implementation of mechanisms of
manipulative influence, have a broad scope that is dynamic and difficult
to predict.

In the context of information warfare, political manipulation
technologies have a significant impact on the political moods and views
of a particular society, especially manifested in the formation of public
opinion, and shape the appropriate level of citizens' activity in the
political life of the country. The basic elements of political
manipulation are the following: the covert nature of action; targeted
influence on a mass audience; and the manipulator's desire to direct
public sentiment and political behavior.

Manipulation technologies in the field of political communication
are characterized by the construction of a specific reality in order to
achieve behaviour favourable to the manipulator and to divert public
attention from acute social problems. To counteract manipulative
influence in the media and social media, it is necessary to develop
critical and analytical thinking skills and to observe information
hygiene in the media space.

In the modern information space, there is a positive trend towards
countering manipulative influences. The tendency to actively
counteract the use of political manipulation technologies is becoming
more relevant: the formation of feedback channels in communication
processes at the government-citizen level is intensifying, and active
digitalization of management processes is being introduced. It should
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be borne in mind that the complex of manipulative technologies is
dynamically expanding, supplementing, and updating in the context of
the development of the latest information and communication
capabilities of modern society. Therefore, it is crucial to improve
methods of countering political and manipulative influences in the
modern information and communication space at both individual and
collective, social and state levels.
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