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Introduction

Russia’s possibility of the disconnecting from global Internet was appear in the news in 2014 and at
the end of 2016 [1]. It is the first time when country with large economy can change its connection
type to the global Internet not at the beginning of its implementation as China, Iran or North Korea.
Anoter country or just some region can do it in the future and not only on its own volition.
Scenarios for disconnection of region from global Internet become nowadays more and more
relevant and possible. The main questions are how much costs this process and what will be after
this with economy of the region.

Analysis of recent research and publications. Mapping local Internet control and possibilities of
some regions to control its Internet was investigated by Hal Roberts, David Larochelle, Rob Faris,
John Palfrey from Harvard University [2], Murdoch, Steven J., and Ross Anderson [3] and others.
The influence on economic development of the region by disconnection or filtering of Internet
traffic is poorly investigated in our time.

The aim of this thesis is in estimating of the impact and economic role of disconnection of the
region from the global Internet.

Discussion

Global Internet is one of the important drivers of development of the countries in our time. It is a
financial network, news center, bank of exchange with new ideas, trends and goods. There are
countries in the world that want to control traffic for its own population with propaganda reasons
such as China, Iran, North Korea, and Russia. There are three possible scenarios for absolute
disconnection of the region from global Internet:

—Region disconnects itself from global Internet;

—Another third party disconnects some region from Internet;

—Someone else disconnect region from Internet with hacker’s attack.
First choice can be realized in the region with centralized management of Internet Service Providers
(ISP). Internet traffic can be controlled in the autonomous systems (AS) by tagging with
Multiprotocol Label Switching (MPLS protocol) on controlled ISP’s with routers and routing for
non-tagged traffic with BGP disabled in these systems. So non-tagged traffic can be routed on high
levels or trunked with no access to Internet clients and they will have no access to other IP
addresses than in its internal AS. Now our civilization has such examples at national level filtration
but not fully disabling of connection in China and North Korea. Some traffic filtration is used in
Iran and Russia.

Second scenario can be realized with the same schema with source traffic detection on the Root
DNS servers. Internet traffic from country with sanctions can be marked with MPLS with routing to
all other AS disabled. There are some security fixes than with traffic delay from controlled country.
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It enables some protection from hacker’s attack from this country like attacks of the Russian
hacker’s on USA election process at the end of 2016. So the factors of the influence on the region
with connection disabling can be economic and political.

Third scenario is some new from the out time. There were no such cases but it is possible.
Conclusions

The region that will be disconnected from global Internet with a high probability of fate will
deteriorate in economic development, technology, science. Main minus in the overall — minus
information change with the rest of the world, it will still grow faster. We can see it on many
evolution examples. First time violation pace of development can’t be allocated in near time but
obviously will increase rapidly. Large and small businesses in particular suffer first losses. Business
processes suffer significant losses because modern business relationship directly related to new
technologies such as fast data transfer, conferencing, study global markets and experience. The
economic impact and pressure regions to each other by means of disconnecting from the Internet
can also be a tool for unfair competition and economic wars.
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SApenko I'.O., cryneHTka
KwuiBcbkuit HaIliOHAIBHUIN YHIBEPCUTET
TEXHOJIOT1H Ta qu3aiHy

JOCHIIKEHHSA BXITHUX TOPI'OBUX BAP’EPIB Y PEI'TOHAJIBHUX 30HAX
EKOHOMIYHOI'O PO3BUTKY

BxigHi Gap’epu y perioHaJbHUX 30HaX TJI00albHOrO PUHKY OOyMOBIIEHI (axTopamu 1
o0cTaBMHAMHU TIPABOBOTO, OPTaHI3aAIlIHHOTO, TEXHOJIOTIYHOTO0, €KOHOMIYHOTO, (piHAaHCOBOTO Ta
IHIIIOTO XapakTepy, IO MEpelIKOKAI0Th HOBUM CYO’€KTaM TOCHOJIApIOBaHHS pPO3MOYaTH
JISUTHHICTh Ha TIEBHOMY TOBapHOMY PUHKY. {7151 TpoBeaeHHS JOCTIKEHHST HaBeleMo Kiacu@ikarii
BXIJHUX Oap’epiB: 3a CTPYKTYpPOIO 1 MOBODKEHHSM CYO’€KTY; 32 00’€KTHMBHHM 1 Cy0 €KTHBHHUM
xapaktepoMm Oap’epiB. Ha puc. 1 mnpeacraBieHo kimacudikaiiro Oap’epiB 3a CTPYKTYpow 1
MTOBOKCHHSM CyO’€KTY.

OpHMM 3 OCHOBHHMX BUJIB HeTapu(HuX Oap’epiB € eKCHOPTHI Ta iMIOpTHI KBOTH. KBoTa —
I1e KUTbKICHa MeXa TOBapiB BU3HAYEHOI KaTeropii, ki JO3BOJICHI 0 BBO3Y B KpaiHy UM BHUBO3Y 3
Kpainu. ['pannuHoI0 (hOpMOIO KBOTH BHCTYyMae eMOapro — 3a00poHa JepKaBHOIO BJIAJ0I0 BBO3Y 3
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